CybrlQ API Guide

This guide is a readable version of the OpenAPI specification. It keeps the original JSON blocks as
the source of truth, but adds a short name, a short description, and a practical example for every
endpoint. Use the table of contents to jump to what you need.

How to use this guide: pick a tag group, choose an endpoint, copy the example request, then refer to
the JSON block for full details.
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Admin

GET /prime/webui/admin/all

/1l @ABET Get accounts
/1l Get accounts. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/admn/all"' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
" Adnmi n"
I
"summary": "Get accounts",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conmponent s/ schemas/ Account Vi ewResour ce"
}
}
I
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
}
}
}
}
}
}

GET /prime/webui/admin/getuploadcustomerlogo

/| @ABET Get custoner |ogo
/1 Get customer logo. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/adm n/getupl oadcust oner| ogo'
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Admi n"
I
"summary": "Get custoner |ogo",
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"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/admin/SubsystemHealth

/1l @AET Get subsystem heal th
/1 Get subsystemhealth. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/adn n/ Subsyst enHeal t h'
/1 -H ' Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Adni n"
1.
"summary": "Get subsystem health",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/admin/systemstatus

/'l @ET Get system status
/] Get systemstatus. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/admn n/systenstatus' \
11 -H "Aut horization: Bearer <token>'
"get": {
"tags": [
"Adnmi n"
I,
"summary": "Get system status",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/admin/getuserdetails

/] @AET Get user details
/1 Get user details. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/adn n/getuserdetails'
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Admi n"

1

\

\
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"summary": "Get user details",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"$ref": "#/ conponents/schenmas/ Account Vi ewResour ce"
}
1,
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}

GET /prime/webui/admin/profile

/'l @ET Get user profile
/1 Get user profile. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/adni n/profile' \
11 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [
"Adnmi n"
I,
"summary": "Get user profile",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/admin/PrimeVersion

/] @AET Get version
/1 Get version. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/admn n/PrineVersion' \
11 -H "Aut horization: Bearer <token>'
"get": {
"tags": [
"Adnmi n"
I,
"summary": "Get version",
"responses": {
"200": {
"description": "Success"
}
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POST /prime/webui/admin/adduser

/1 @3@POST Add user
// Add user. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/adm n/adduser' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Account Vi ewResource"}'
"post": {
"tags": [
" Admi n"
I,
"summary": "Add user",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Account Vi ewResour ce"
}
}
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
3
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
}
}
}
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/admin/deleteUsers

/1 @@PCST Del ete users
/1 Delete users. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/adm n/del eteUsers' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Admi n"

14



1.

"summary": "Del ete users",

"request Body": {

"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"

}

"

}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
}

ul l abl e": true

ul l abl e": true

ul l abl e": true

ul l abl e": true

H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/admin/updateuser

/1 @@POST Update user
/1 Update user. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/adm n/updat euser'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Account Vi ewResource"}'
"post": {
"tags": [
" Admi n"
I,
"summary": "Update user",

\
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"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponent s/ schemas/ Account Vi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Account Vi ewResour ce"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Account Vi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/admin/updateuserdetails

/1 @@POST Update user details
/1 Update user details. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/adm n/updat euserdetails' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schenas/ MyAccount Updat eResource"}'
"post": {
"tags": [
" Admi n"
I,
"summary": "Update user details",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ MyAccount Updat eResour ce"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ MyAccount Updat eResour ce”
}
b
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ MyAccount Updat eResour ce"
}
}

"application/*+json": {
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"schema": {

"$ref": "#/ conponent s/ schemas/ MyAccount Updat eResour ce"
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/admin/uploadcustomerlogo

/1 @OST Upl oad cust oner | ogo
/1 Upl oad custoner |ogo. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/adm n/upl oadcust oner| ogo'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Admi n"
I,
"summary": "Upl oad custoner |ogo",

"request Body": {
"content": {
"mul tipart/form-data": {
"schema": {
"type": "object",
"properties": {
"file": {
"type": "string",
"format": "binary",
"nul | abl e": true
}
}
}

"encodi ng": {
"file": {
"style": "fornt
}
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}
}

Agents

DELETE /prime/webui/agents/agentless/connectiondetails

\



/| @ADELETE Del ete agentl ess connection details
/1 Del ete agentl ess connection details. Use this to delete data

/1 Exanpl e:
/1 curl -X DELETE 'https://<host>/prinme/webui/agents/agentl ess/connectiondetails' \
I -H " Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"delete": {
"tags": [
"Agent s"
I,
"summary": "Del ete agentless connection details",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
b
"nul | abl e": true
}
b
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

b
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

DELETE /prime/webui/agents/agentless/workerpollerdetails

/| @ADELETE Del ete worker poller
/1 Delete worker poller. Use this to delete data



/1 Exanpl e:

/1 curl -X DELETE 'https://<host>/prinme/webui/agents/agentless/workerpollerdetails'

I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"delete": {
"tags": [
" Agent s"
1,
"summary": "Del ete worker poller",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"itenms": {
"type": "string"

}

"

}

ul | abl e": true

}

"

pplication/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}

ul | abl e": true

}

"

ext/json": {
"schema": {
"type": "array",
"itens":
"type": "string"
}

"

}

ul | abl e": true

}

"

pplication/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
}
}

}
b
"responses": {
"200": {
"description": "Success"

}

ul | abl e": true

}
h

GET /prime/webui/agents/AgentExportFile

/'l @QBET Export agents
/1 Export agents. Use this to fetch data
/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/agents/Agent ExportFile

\

\
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/1 -H ' Aut hori zati on: Bearer <token>'

"get": {
"tags": [
"Agent s"
1.
"summary": "Export agents",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /primel/webui/agents/agent/{agentid}

/'l @ET Get agent

/] Get agent. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/agents/agent/{agentld}'
11 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
"Agent s"
I,
"summary": "Get agent",
"paraneters": [
{
"name": "agentld",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I,

"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/agents

/'l @ABET Get Agents
/1l Get Agents. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/agents' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
" Agent s"
1.

"summary": "Get Agents",
"paraneters": [

{

"

nane": " Uuid",
"in": "query",

\

20



"schema": {
"type": "string",
"nul | abl e": true

"name": "Hostldentifier",
"in": "query",
"schema": {

"type": "string",

“nul | abl e": true

"name": "I pAddress",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"

nanme": "Status",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"nanme": "Contai nsVul nerabl ePeri pheral Or W.V",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

"name": "Last Configuration",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

" "

nane": "Version",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "License",
"in": "query",
"schema": {
"type": "string",
“nul | abl e": true

"nane": "OsVersion",
"in": "query",
"schema": {

"type": "string",
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"nul | abl e": true

"

nanme": "Last Updated",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"nanme": "Hashtags",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

"name": "ExpirationDate",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

" "

nane": "Severity",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"nanme": "HasUnapprovedPeri pheral s",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

"name": "HasWul nerabl ePeri pheral s",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

"

nanme": "HasKnownAttackTool s",
"in": "query",

"schema": {

"type": "string",

"nul | abl e": true

"nanme": " Depl oyment Mbde",
"in": "query",
"schema": {

"type": "string",

"nul l abl e": true
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{
"nane": "SortBy",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
¥
{
"name": "PageNunber",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"
}
H
{
"nanme": "PageSi ze",
"in": "query",
"schema": {
"type": "integer",
“format": "int32"
}
H
{
"name": "d obal Search",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ Agent sVi ewDat aW apper "
}
H
"application/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Agent sVi ewDat aW apper "
}
I
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Agent sVi ewDat aW apper "
}
}
}
}
}

GET /prime/webui/agents/AgentsClassificationSummary

/1 @AET Get agents classification sunmary
/] Get agents classification summary. Use this to fetch data.
/1 Exanpl e:
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/1 curl -X GET 'https://<host>/prinme/webui/agents/Agentsd assificati onSunmary' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Agent s"
I
"summary": "Get agents classification summary",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/agents/getloggedagents

/| @OBET Get agents with | ogs
/1l Get agents with logs. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/agents/getl oggedagents' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Agent s"
I
"summary": "Get agents with | ogs",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/agents/agentless/connectiondetailsstatus

/| @ABET Get agents worker status

/1 Get agents worker status. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/agents/agentless/connectiondetail sstatus' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Agent s"
I,
"summary": "Get agents worker status",
"paraneters": [
{
"name": " Conput er Nane",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
H
{
"name": "StatusString",
"in": "query",
"schema": {
"type": "string",



"nul | abl e": true

" "

name" :
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

" "

name" :
"in": "query",
"schema": {

"type": "string",
"nul l abl e": true

"name": "PrevRunni ngErrors",

"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"

name": "StartTi ne",
"in": "query",

"schema": {

"type": "string",
"format": "date -tine",
"nul | abl e": true

" "

nane": “Fromli meStart",
"in": "query",

"schema": {

"type": "string",
"format": "date -tine",
"nul | abl e": true

"

nane": "ToTineStart",
"in": "query",

"schema": {

"type": "string",
"format": "date -tine",
"nul | abl e": true

"

nane": "EndTi ne",

"in": "query",

"schema": {

"type": "string",
"format": "date -tine",
"nul | abl e": true

" "

nane": "Fronli meEnd",
"int: "query”,

" St atusDescription",

" St at usErrorDescription”,
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"schema": {
"type": "string",
"format": "date -tine",
"nul | abl e": true

"

nane": "ToTi neEnd",
"in": "query",

"schema": {

"type": "string",
"format": "date -tine",
"nul | abl e": true

"

name": "IsOverrideDefaul ts",
"in": "query",

"schema": {

"type": "bool ean",

"nul | abl e": true

"name": "SortBy",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"name": "PageNunber",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"

" "

nane": "PageSi ze",
"in": "query",
"schema": {

"type": "integer",
"format": "int32"

"name": "d obal Search",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Agent sl essRsSt at usGet Response”
}

h

"application/json": {



"schema": {

"$ref": "#/ conponents/schenmas/ Agent sl essRsSt at usGet Response”
}
1,
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Agent sl essRsSt at usGet Response”
}
}

GET /prime/webui/agents/getPolicyTest

/] @ABET Get policy test
/1l Get policy test. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/agents/getPolicyTest' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Agent s"
I
"summary": "Get policy test",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/agents/errorTotal

/!l @QBET Get total errors

/1 Get total errors. Use this to fetch data.

/1 Exanpl e:

/1 curl -X CGET 'https://<host>/prinme/webui/agents/errorTotal' \
/1 -H ' Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Agent s"
I,
"summary": "Get total errors",
"paraneters": [
{
"nanme": "FronDate",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true
}
1
{
"nanme": "ToDate",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
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}

}
I
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Agent sErr or Dat aW apper "
}
b
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Agent sErr or Dat aW apper"
}
I
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Agent sError Dat aw apper "
}
}
}
}
}

GET /prime/webui/agents/Riskinsights/UncommonPeripherals

/'l @ABET Get uncommon peripheral s
/1l Get unconmmon peripherals. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/agents/Ri sklnsights/UncommonPeri pheral s’
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
" Agent s"
1.
"summary": "Get uncommon peripheral s",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/agents/UniqueWhitelistViolation

/1l @ABET Get unique white list violation

/1 Get unique white list violation. Use this to fetch data.

/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/agents/Uni queWitelistViolation'
/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": [
" Agent s"
I
"summary": "Get unique white list violation",
"responses": {
"200": {

\
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"description": "Success"

}
}
}

GET /prime/webui/agents/Riskinsights/VulnerablePeripherals

/| @ABET Get vul nerabl e peripherals
/1 Get vul nerable peripherals. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/agents/ R sklnsights/Vul nerabl ePeripheral s’
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Agent s"
I
"summary": "Get vul nerabl e peripherals"”,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/agents/agentless/workerpollerdetails

/| @ABET Get worker poller
/1l Get worker poller. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/agents/agentless/workerpollerdetails' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Agent s"
I
"summary": "Get worker poller",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schenmas/ Wrker Pol | er Det ai |l s"
}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Wr ker Pol | er Detai | s"
}
b
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Wr ker Pol | er Det ai | s"
}
}
}
}
}
}

\
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GET /prime/webui/agents/Riskinsights/UncommonPeripherals/Reload

/1 @ET Rel oad unconmon peri pheral s
/1 Rel oad uncommon peripherals. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/agents/Ri sklnsights/UncomonPeri pheral s/ Rel oad' \
/1 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [
"Agent s"
1.
"summary": "Rel oad uncommon peri pheral s",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/agents/Riskinsights/VulnerablePeripherals/Reload

/1 @AET Rel oad vul nerabl e peripheral s
/1 Rel oad vul nerabl e peripherals. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/agents/Ri sklnsights/Vul nerabl ePeri pheral s/ Rel oad" \
11 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [
"Agent s"
1.
"summary": "Rel oad vul nerabl e peri pheral s",
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/agents/agentless/connectiondetails

/1 @@POST Add agentl ess connection details
/1 Add agentl ess connection details. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/agents/agentl ess/connectiondetails' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sPost Request "}’
"post": {
"tags": [
" Agent s"
1.
"summary": "Add agentless connection details",

"request Body": {
"content": {
"application/json -patch+json": {
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"schema": {

"$ref": "#/ conponents/schemas/ Agent| essRsConnecti onDet ai | sPost Request "
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Agent| essRsConnecti onDet ai | sPost Request "
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Agent| essRsConnecti onDet ai | sPost Request "
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Agent| essRsConnecti onDet ai | sPost Request "
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

H

POST /prime/webui/agents/agentless/registration

/1 @@POST Agentless registration
/1 Agentless registration. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/agents/agentless/registration' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sRegi strati onPost Request"}'
"post": {
"tags": [
" Agent s"
1.
"summary": "Agentless registration",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"Sref":
"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "
}
}
"application/json": {
"schema": {
"Sref":
"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "
}
}
"text/json": {
"schema": {
"Sref":
"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "

}
b

"application/*+json": {



"schema": {

"$ref":
"#/ conponent s/ schenmas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/agents/agentless/unregistration

/| @A@PCST Agentl ess unregistration
/1 Agentless unregistration. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/agents/agentless/unregistration' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request’
"post": {
"tags": [
"Agent s"
I,
"summary": "Agentless unregistration",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref":
"#/ conponent s/ schenmas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "
}
H
"application/json": {
"schema": {
"$ref":
"#/ conponent s/ schenmas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "
}
H
"text/json": {
"schema": {
"$ref":
"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "
}
H
"application/*+json": {
"schema": {
"$ref":
"#/ conponent s/ schenmas/ Agent | essRsConnecti onDet ai | sRegi st rati onPost Request "
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

)
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POST /prime/webui/agents/configuration

/1 @@POST Configure agents settings (set to arnmed or free and approve all)
/1 Configure agents settings (set to armed or free and approve all). Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/agents/configuration' \
/1 -H "Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": |
" Agent s"
I
"summary": "Configure agents settings (set to arned or free and approve all)",
"request Body": {
"description": "List of agents configurations to be done",
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schemas/ Agent Pendi ngConfi gur ati onW apper"
b
"description": "List of agents configurations to be done",
"nul | able": true
}
H
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenmas/ Agent Pendi ngConfi gurati onW apper"
H
"description": "List of agents configurations to be done",
"nul | abl e": true
}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schemas/ Agent Pendi ngConfi gur ati onW apper™"
H
"description": "List of agents configurations to be done",
"nul | able": true
}
b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schemas/ Agent Pendi ngConfi gur ati onW apper"
b
"description": "List of agents configurations to be done",
"nul | able": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
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POST /prime/webui/agents/deleteAgents

/1 @@POST Del ete agents
/] Delete agents. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prinme/ webui/agents/del eteAgents' \
/1 -H " Aut hori zation: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": |
" Agent s"
1.
"summary": "Del ete agents",
"request Body": {
"description": "List of agents Uuids to be del eted",
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
3
"description": "List of agents Uuids to be del eted",
"nul | abl e": true
}
3
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
3
"description": "List of agents Uuids to be del eted",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
"description": "List of agents Uuids to be del eted",
"nul | abl e": true
}
3
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
3
"description": "List of agents Uuids to be del eted",
"nul | abl e": true
}
}
}
3
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"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/agents/deleteAgentsCommands

/1 @@OST Del ete agents comands
/| Delete agents commands. Use this to create data

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/agents/del et eAgent sCommrands
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Agent s"
I,
"summary": "Del ete agents commands",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
}

ul l abl e": true

ul l abl e": true

ul l abl e": true

ul l abl e": true

}s
"responses": {
"200": {

\
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"description": "Success"
}
}
}

POST /prime/webui/agents/exportagentcsv

/| @A@POST Export agent csv
/1 Export agent csv. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/agents/exportagentcsv' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
"Agent s"
I,
"summary": "Export agent csv",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true

}
b
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/agents/exportagentpdf/exportpdf

/| @A@POST Export agent pdf

/1 Export agent pdf. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/agents/exportagent pdf/exportpdf' \



/1
/1
/1

POST /prime/webui/agents/agentless/exportagentlesspdf

-H " Aut hori zation: Bearer <token>' \
-H ' Content-Type: application/json' \

-d "{}
"post": {
"tags": |
" Agent s"
1,

"summary": "Export agent pdf",

"request Body": {
"content": {

"application/json -patch+json": {

"schema": {
"type": "object",
"nul | abl e": true

}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

@POST Export agentless pdf connections

Export agentl ess pdf connections.
Exanpl e:

curl -X PCST 'https://<host>/prime/webui/agents/agentl| ess/exportagent!| esspdf’

Use this to create data.

-H " Aut hori zation: Bearer <token>' \
-H ' Content-Type: application/json' \

-d "{}
"post": {
"tags": |
" Agent s"
1,

"summary": "Export agentless pdf connections",

"request Body": {
"content": {

"application/json -patch+json": {

"schema": {
"type": "object",

\



"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true

}
3
"text/json": {
"schema": {
"type": "object",
"nul l abl e": true
}
3
"application/*+j son": {
"schema": {
"type": "object",
"nul l abl e": true
}
}
}
3
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/agents/agentless/exportagentlesscsv

/| @@POST Export agentl

ess pdf connections

/1l Export agentless pdf connections. Use this to create data.

/1l Exanpl e:

/1 curl -X POST 'https://<host>/prine/ webui/agents/agentl ess/ exportagentl| esscsv'

/1 -H "Authorization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{}'
"post": {
"tags": [
" Agent s"
I,

"summary": "Export agentless pdf connections",

"request Body":
"content": {

{

"application/json -patch+json": {

"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}

\
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H
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/agents/agentless/exportcsvconnections

/1 @@POST Export agents worker status
/| Export agents worker status. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/agents/agentl ess/exportcsvconnections'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Agent s"
I,
"summary": "Export agents worker status",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true

}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

\
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POST /prime/webui/agents/peripheralsAggExport

/1

POST /prime/webui/agents/peripheralsAggExportpdf/exportpdf

/1

@APCST Export aggregated peripherals csv
Export aggregated peripherals csv.

Exanpl e:

curl -X POST 'https://<host>/prime/webui/agents/peripheral sAggExport'

-H ' Aut hori zati on:
-H ' Content-Type:
-d " {}Y
"post": {
"tags": [
"Agent s"
1.

"summary": "Export aggregated peripherals csv",

"request Body":
"content": {

"application/json -patch+json":

"schema":
"type":

Bear er <token>'
application/json'

{

{

"obj ect",

"nul | abl e": true

}
b

"application/json": {

"schema":
"type":

{

"obj ect",

"nul | abl e": true

}
b

"text/json": {

"schema":
"type":

{

"obj ect",

"nul | abl e": true

}
b

"application/*+json": {

"schema":
"type":

{

"obj ect",

"nul | abl e": true

}
}
}
}
"responses": {
"200": {

"description": "Success"

}
}
}

@APCST Export aggregated peripheral s pdf
Export aggregated peripherals pdf.

Exanpl e:

curl -X POST 'https://<host>/prime/webui/agents/ peripheral sAggExport pdf / export pdf’

-H " Aut hori zati on:
-H ' Content-Type:
-d " {}Y

Bear er <token>'
application/json'

\

\

Use this to create data.

\

Use this to create data.

\

\
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"post": {
"tags": |
" Agent s"
1.
"summary": "Export aggregated peripherals pdf",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object"
"nul | abl e": true

}
H
"application/json": {
"schema": {
"type": "object"
"nul | abl e": true
}
H
"text/json": {
"schema": {
"type": "object"
"nul | abl e": true
}
H
"application/*+json": {
"schema": {
"type": "object"
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/agents/fetchagentsdebuglogs

/1 @OST Fetch agents debug | ogs
/1 Fetch agents debug logs. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/agents/fetchagentsdebugl ogs
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Agent s"
I,
"summary": "Fetch agents debug | ogs",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {

"type": "string"
}

"

ul l abl e": true

\

41



}
b
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
b
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
b
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
b
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/agents/updateAgents

/| @A@PCST Update agents
/1 Update agents. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/agents/updat eAgents
I -H " Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Agent s"
I,
"summary": "Update agents",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {

"type": "string"
}

)
"nul | abl e": true
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"application/json": {
"schema": {
"type": "array",
"itenms": {
"type": "string"
}

"

’ullable": true
}
}

"

ext/json": {
"schema": {
"type": "array",
"itens":
"type": "string"
}

"

’ullable": true
}
}

"

pplication/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

’ullable": true
}
}

}

b

"responses": {
"200": {

"description": "Success"

}

}

}

POST /prime/webui/agents/agentless/uploadconnectiondetailsfile

/1 @@POST Upl oad agentl ess connection details file
/1 Upl oad agentless connection details file. Use this to create data

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/agents/agentl ess/upl oadconnecti ondetailsfile' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
" Agent s"
1,
"summary": "Upl oad agentless connection details file",

"request Body": {
"content": {
"multipart/form-data": {
"schema": {
"type": "object",
"properties": {

"file": {
"type": "string",
"format": "binary",

"nul | abl e": true
}
}
b
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"encodi ng": {
"file": {
"style": "fornt
}

}
}

}

b

"responses": {
"200": {

"description": "Success"

}

}

}

PUT /prime/webui/agents/agentless/workerpollerdetails/activatedstatus

/1 @@UT Activate worker poller
/1 Activate worker poller. Use this to update data.

/1l Exanpl e:
/1 curl -X PUT 'https://<host>/prinme/webui/agents/agentl ess/workerpollerdetails/activatedst at us'
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Wor ker AppAct i vat ePol | er Put Request "}’
"put": |
"tags": [
" Agent s"
1,
"summary": "Activate worker poller",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Wor ker AppAct i vat ePol | er Put Request "

}
b
"application/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Wor ker AppAct i vat ePol | er Put Request "
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Wor ker AppAct i vat ePol | er Put Request "
}
}

"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ Wor ker AppAct i vat ePol | er Put Request "
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}
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PUT /prime/webui/agents/agentless/connectiondetails

/1 @@PUT Update agentless connection details
/1 Update agentl ess connection details. Use this to update data.

/1 Exanpl e:
/1 curl -X PUT 'https://<host>/prinme/webui/agents/agentless/connectiondetails' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sUpdat eRequest "}"
"put": {
"tags": [
"Agent s"
I,
"summary": "Update agentless connection details",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Agent| essRsConnecti onDet ai | sUpdat eRequest "
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Agent | essRsConnecti onDet ai | sUpdat eRequest "
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Agent| essRsConnecti onDet ai | sUpdat eRequest "
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Agent | essRsConnecti onDet ai | sUpdat eRequest "
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

H

AssetProducer

POST /prime/webui/assetproducer/ReplayAll

/| @@PCOST prine webui assetproducer Repl ayAll
/1 Calls POST /prine/webui/assetproducer/ReplayAll. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/asset producer/ReplayAl"' \
I -H " Aut hori zati on: Bearer <token>'
"post": {
"tags": [

"Asset Producer"
1,
"responses": {
"200": {



"description": "Success"
}
}
}

POST /prime/webui/assetproducer/SendMonitorOldLocation

/| @@POST prinme webui assetproducer SendMonitord dLocation
/1 Calls POST /prine/webui/asset producer/ SendMVbni tord dLocation. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/asset producer/ SendMonitord dLocation' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Moni t or A dLocat i onVi ewResour ce"}"
"post": {
"tags": [

" Asset Producer”
1.
"request Body": {

"content": {

"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Mnitord dLocati onVi ewResour ce"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Mnitord dLocati onVi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Mnitord dLocati onVi ewResour ce"
}
}
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Mnitord dLocati onVi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

Auth

POST /prime/webui/Auth/LocalLogin

/1 @@POST Login with Sepio user
/1 Login with Sepio user. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/Auth/Local Login' \
/1 -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \



/1 -d "{"$ref":"#/ conponent s/ schemas/ Si gnl nRequest "}'

"post": {

"tags": [
" Aut h"

1.

"summary": "Login with Sepio user",

"request Body": {
"description":
"content": {

"application/json -patch+json": {

nn

"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest "
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest"”
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest "
}
H
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest "
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nResponse"
}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Si gnl nResponse”
}
b
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Si gnl nResponse”
}
}
}
}
}

POST /prime/webui/Auth/LdapLogin

/1 @@OST prine webui Auth LdapLogin
/1 Calls PGST /prine/webui/Auth/LdapLogin. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prine/webui/Auth/LdapLogin' \
/1 -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \
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/1 -d "{"$ref":"#/ conponent s/ schemas/ Si gnl nRequest "}'

"post": {
"tags": [
" Aut h"
I,
"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest "
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest "
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest "
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nRequest "
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Si gnl nResponse”
}
b
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Si gnl nResponse”
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Si gnl nResponse"
}
}
}
}
}

Bom

GET /prime/webui/bomcomponents/{uuid}

/1 @ET prime webui bontonponents uuid

/1 Calls GET /prine/webui/bontonponents/{uuid}. Use this to fetch data.

/1 Exanpl e:
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/1 curl -X GET 'https://<host>/prinme/webui/bontonmponents/{uuid}'

/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": [
" Bont
I,
"paraneters": [
{
"name": "uuid",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul l abl e": true

"name": "Device",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

" "

name": " CategoryType",
"in": "query",
"schema": {

"type": "integer",
"format": "int32"

"nane": "Interface",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

"nanme": "Type",
"in": "query",
"schema": {
"type": "string",
"null able": true

" "

nane": "Vendor",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "Model ",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

\
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"name": "Version",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"nanme": "Serial Nunber",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

" "

nane": "“Firmare",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "SortBy",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"name": "PageSize",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"

"

nanme": "PageNunber",
"in": "query",
"schema": {

"type": "integer",
"format": "int32"

"nanme": "d obal Search",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

}
}
1.
"responses": {
"200": {

"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ component s/ schemas/ BOMConponent Response”
}

h

"application/json": {



"schema": {

"$ref": "#/ conponents/schemas/ BOMConponent Response”
}
H
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ BOMConponent Response”
}
}

Config

GET /prime/webui/configuration

/| @AET prime webui configuration

/1 Calls GET /prine/webui/configuration. Use this to fetch data.
/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/configuration' \

/1 -H ' Aut horizati on: Bearer <token>'

"get": {
"tags": [
"Config"
I
"responses": {
"200": {
"description": "Success"
}
}
H

GET /prime/webui/configuration/GetConfigurationKey

/1 @ABET prime webui configuration GetConfigurationKey

/1 Calls GET /prinme/webui/configuration/GetConfigurationKey. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/configuration/GetConfigurationKey' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Config"
I,
"paraneters": [
{
"name": "key",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
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GET /prime/webui/configuration/GetFieldMapping

/1 @ET prime webui configuration GetFiel dvappi ng

/1 Calls GET /prine/webui/configuration/GetFieldVapping. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/configuration/GetFiel dvappi ng' \

/1 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
" Config"
I,
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/configuration

/| @@POST prine webui configuration
/1 Calls POST /prine/webui/configuration. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/configuration' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Confi gEntryVi ew'}"’
"post": {
"tags": [
"Config"
]

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Confi gEntryVi ew'

}
H
"application/json": {
"schema": {
"$ref": "#/ component s/ schenmas/ Confi gEnt ryVi ew'
}
}

"

ext/json": {
"schema": {
"$ref": "#/ components/schenas/ Confi gEntryVi ew'

}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Confi gEntryVi ew'
}
}

}
b

"responses": {



"200": {
"description": "Success"
}
}
}

POST /prime/webui/configuration/GetConfigurationByKeys

/1 @@POST prinme webui configuration GetConfigurati onByKeys
/1 Calls POST /prine/webui/configuration/GetConfigurationByKeys. Use this to create data

/1 Exanpl e
/1 curl -X POST 'https://<host>/prinme/webui/configuration/GetConfigurationByKeys' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
"Config"
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

b
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

b
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"

}
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Crowdstrikelntegration

GET /primel/integrations/crowdstrike/GetConfigs

/'l @ET Get Crowdstri ke Configs
/1 Get Crowdstrike Configs. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/integrations/crowdstrike/GetConfigs' \
/1 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [

"Crowdstri kel ntegration”
1.
"summary": "Get Crowdstrike Configs",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"$ref": "#/ components/schemas/ Pri neEvent Vi ewW apper | nt egrati on"
}
I
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Pri neEvent Vi ewW apper | nt egrati on"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Pri neEvent Vi ewW apper | nt egrati on"
}
}

DataApi

GET /prime/webui/dataApi/GetindicatorsType

/1 @AET prime webui dataApi GetlndicatorsType
/1 Calls GET /prine/webui/dataApi/GetlndicatorsType. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/dataApi/ GetlndicatorsType' \
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Dat aApi "

I,
"responses": {
"200": {
"description": "Success"



GET /prime/webui/dataApi/GetSublindicatorsType

/1 @AET prime webui dataApi Get Subl ndi catorsType

/1 Calls GET /prine/webui/dataApi/ Get Subl ndi catorsType. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/dat aApi/ Get Subl ndi cat orsType' \
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Dat aApi "
I,
"responses": {
"200": {
"description": "Success"
}
}
}
Elements

POST /prime/webui/elements/exportelementscsv

/1 @@POST Export all elenments CSV
/1 Export all elenents CSV. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/el ements/exportel enentscsv' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
"El ement s"
I,
"summary": "Export all elenments CSV',

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true

}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
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"application/*+j son": {

"schema": {
"type": "object",
"nul l abl e": true
}
}
}
3
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/elements/exportelementspdf/exportpdf

/| @@POST Export all el

/1 Export all elenents PDF. Use this to create data.

/1l Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/el ements/exportel enment spdf/export pdf'

/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"El ement s"
I
"summary": "Export all elenments PDF",
"request Body": {
"content": {
"application/json -patch+json":
"schema": {
"type": "object",
"nul l abl e": true
}
H
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"application/*+j son": {
"schema": {
"type": "object",
"nul l abl e": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

ements PDF

\
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POST /prime/webui/elements/exportallelementscsv

/1
/1

@POST prinme webui el enents exportall el enentscsv
Call's POST /prinme/webui/el ements/exportallel ementscsv. Use this to create data.
Exanpl e:
curl -X PCST 'https://<host>/prime/webui/el ements/exportallel ementscsv' \
-H "Aut hori zation: Bearer <token>' \
-H ' Content-Type: application/json' \

-d " {}
"post": {
"tags": |
"El enent s"
|

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

"

pplication/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
b

"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/elements/exportallelementspdf/exportpdf

/1
/1
/1
/1
/1
/1
/1

@a@POST prinme webui el ements exportall el enentspdf export pdf
Cal I s POST /prine/webui/el ements/exportallel ementspdf/exportpdf. Use this to create data.
Exanpl e:
curl -X PCST 'https://<host>/prinme/webui/el ements/exportallel ementspdf/exportpdf' \

-H " Aut horization: Bearer <token>' \

-H ' Content-Type: application/json' \

-d ' {}y

"post": {
"tags": [
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}

"El enrent s"

"application/json -patch+json": {

"type": "object",

: true

"type": "object",

: true

"type": "object",

: true

"application/*+json": {

"type": "object",

: true

"Success"

I,
"request Body": {
"content": {
"schema": {
"nul | abl e"
}
H
"application/json": {
"schema": {
"nul | abl e"
}
H
"text/json": {
"schema": {
"nul | abl e"
}
H
"schema": {
"nul | abl e"
}
}
}
H
"responses": {
"200": {
"description":
}
}

EmergencyKey

GET /prime/webui/emergencykey/details

/1
/1
/1
11
/1

@OBET Get energency key details

Get energency key details. Use this to fetch data.
Exanpl e:
-X CET 'https://<host>/prinme/webui/emergencykey/details' \

curl

-H " Aut hori zati on:

Bear er <t oken>'

"get": {
"tags": [
" Emer gencyKey"
I
"summary": "Get energency key details",

"responses": {
"200": {
"description":
"content": {

"Success",

"text/plain": {

"schema":
"$ref":
}
},

{

"#/ component s/ schemas/ Ener gencyKeyDet ai | sResponse”

"application/json": {
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"schema": {

"$ref": "#/ conponents/schemas/ Ener gencyKeyDet ai | sResponse”
}
1,
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Enmer gencyKeyDet ai | sResponse”
}
}

GET /prime/webui/emergencykey/agentstatus

/| @ABET Get energency key statuses
/1l Get energency key statuses. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/energencykey/agentstatus' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Ener gencyKeyGet Agent sRequest "}’
"get": {
"tags": [

" Emer gencyKey"
1.
"summary": "Get energency key statuses",
"request Body": {

"description": "",

"content": {

"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Emer gencyKeyGet Agent sRequest "

}
3
"application/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Emer gencyKeyGet Agent sRequest "
}
}
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Emer gencyKeyGet Agent sRequest "
}
}

"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ Emer gencyKeyGet Agent sRequest "
}
}
}
}
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schenmas/ Emer gencyKeyAgent sSt at usResponse”
}
1,

"application/json": {
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"schema": {

"$ref": "#/ components/schemas/ Emer gencyKeyAgent sSt at usResponse”
}
1,
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Emer gencyKeyAgent sSt at usResponse”
}
}

POST /prime/webui/emergencykey/exportagentstatuscsv

/| @A@PCST Export agents status csv

/1 Export agents status csv.

Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prinme/webui/enmergencykey/ exportagent st atuscsv'

I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
" Emer gencyKey"
1.
"summary": "Export agents status csv",

"request Body":
"content": {

{

"application/json -patch+json": {

"schema": {
"type": "object",
"nul | abl e": true
}
b
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

\
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POST /prime/webui/emergencykey/exportagentstatuspdf/exportpdf

/1 @@POST Export agents status pdf
/| Export agents status pdf. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/energencykey/ export agent st at uspdf/ export pdf"’
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [

" Emer gencyKey"
I
"summary": "Export agents status pdf",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"nul | abl e": true

}
H
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

EventApi

GET /prime/webui/Events/GetAlarmDests

/!l @ABET Get al arm destinations
/1 Get alarmdestinations. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/Events/ GetAl arnDests'

/1 -H " Aut hori zation: Bearer <token>'

\

\
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"get": {

"tags": [

" Event Api "
1.
"summary": "Get al arm destinations",
"responses": {

"200": {

"description": "Success"

}

}

GET /prime/webui/Events/GetAuditTrails

/|l @AEET CGet Audit Trails
/Il Get Audit Trails. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/Events/ GetAuditTrails'
/1 -H " Authorization: Bearer <token>'
"get": {
"tags": |
"Event Api "
1.

"summary": "Get Audit Trails",
"paraneters": [

{

"

nane": "Date",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

}

H

{
"nanme": "Severity",
"in": "query",

"schema": {
"type": "string",
"nul | abl e": true

}

}

{
"nane": "Category",
"in": "query",

"schema": {
"type": "string",
"nul | abl e": true

}

"

nane": "User",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

}

H

{ . .
"nane": "Description",
"in": "query",

"schema": {
"type": "string",

\
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H
{

"nul | abl e": true

"

nane": "Details",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "Asset Ref erence. Key",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

"nane": "Asset Ref erence. Nane",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

" "

nane": "Asset Ref erence. Type",

"in": "query",

"schema": {

"$ref": "#/ conponents/schemas/ El enent Type"

}

"name": "Asset Reference. SubType",
"in": "query",
"schema": {
"$ref": "#/ components/schemas/ Net wor KEl enent SubType"
}

"nanme": "Asset Ref erence. Al | Asset TypeDetail",
"in": "query",
"schema": {
"$ref": "#/ components/schemas/ Al | Asset TypeDetai | "
}

" "

nane": "Asset Reference.|con",
"in": "query",

"schema": {

"type": "integer",

"format": "int32"

"nane": "Asset Reference. Parent| D",
"in": "query",
"schema": {

"type": "string",

“nul | abl e": true

}

"name": "Asset Reference. | pAddress",
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"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"

name": "Asset",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "SortBy",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

"name": "PageNunber",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"

" "

nane": "PageSi ze",
"in": "query",
"schema": {

"type": "integer",
"format": "int32"

"nanme": "d obal Search",
"in": "query",
"schema": {
"type": "string",
“nul | abl e": true

"name": "FronDate",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"

nane": "ToDate",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "FromAuditTrailld",

"int: "query”,
"schema": {
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"type": "integer",

"format": "int64"
}
H
{
"name": "ToAuditTrailld",
"in": "query",
"schema": {
"type": "integer",
"format": "int64"
}
b
{
"name": "M ni munSeverity",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Audit Trail Vi ewW apper"
}
b
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Audit Trail Vi ewW apper”
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Audit Trail Vi ewW apper"
}
}
}
}
}

GET /prime/webui/Events/GetAuditsintegration

/| @AET Get Audits for integration

/1 Get Audits for integration. Use this to fetch data.

/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/Events/ GetAuditslntegration'
/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": |
"Event Api "
1.
"summary": "Get Audits for integration",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {

\
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"$ref": "#/ conmponents/schemas/ Audit Trai |l Vi ewW apper | ntegration”

}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ AuditTrail Vi ewW apper | ntegration”
}
H
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Audit Trai |l Vi ewW apper | nt egrati on"
}
}

GET /prime/webui/Events/GetEvents

/1l @AET Get Events

/!l Get Events. Use this to fetch data.

/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/Events/ Get Events' \
/1 -H " Authorization: Bearer <token>'

"get": {
"tags": [
"Event Api "
I,
"summary": "Get Events",
"paraneters": [

{

"

nane": "Date",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

}

"nanme": "Severity",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

}

"nane": "Category",
"in": "query",
"schema": {
"type": "string",
"null able": true

}

" "

nanme": " Source",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
I



H
{

" "

inpe

nanme" :

"Description",
"query",

"schema": {
"type": "string",

"nul

"name":

i

| able": true

"Details",
" query",

"schema": {
"type": "string",

" nul

"name" :

"int

| able": true

"M ni nunSeverity",
"query",

"schema": {
"type": "string",

"nul

" "

inpe

nanme" :

| abl e": true

"FronDat e",
"query"”,

"schema": {
"type": "string",

"nul

"name":

i

| able": true

"ToDat e",
"query",

"schema": {
"type": "string",

" nul

"name":

"inn

| able": true

"Peri pheral | con",
"query",

"schema": {
"type": "string",

"nul

" "

inpe

nanme" :

| abl e": true

"SortBy",
"query”,

"schema": {
"type": "string",

"nul

"name":

i

| able": true

" PageNunber",
" query",

"schema": {
"type": "integer",

“for

}

"name" :

mat": "int32"

" PageSi ze",
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"in": "query",
"schema": {
"type": "integer",
"format": "int32"

"

nanme": "d obal Search",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "FronEvent!|d",
"in": "query",
"schema": {
"type": "integer",
“format": "int64"

"nane": "ToEventld",
"in": "query",
"schema": {
"type": "integer",
"format": "int64"

"

name
"in": "query",
"schema": {

"type": "integer",
"format": "int64"

"name": "ToCreationTi neEpoch",

"in": "query",
"schema": {
"type": "integer",
“format": "int64"

"nane": "AssetKey",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"nane": "Asset Nane",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"name": "Peripheral Assetld",

"int: "query”,
"schema": {

": "FronCreationTi meEpoch",
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"type": "string",
"nul | abl e": true

}
}
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ Pri neEvent Vi ewW apper"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Pri neEvent Vi ewW apper"
}
1,
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Pri neEvent Vi ewW apper"
}
}
}
}
}

GET /prime/webui/Events/GetEventsintegration

/| @OBET Get Events

/] Get Events. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Events/ Get Eventslntegration'
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
"Event Api "
I,
"summary": "Get Events",
"paraneters": [
{
"nane": "Date",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

}

"name": "Severity",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

}

"name": "Category",

"int: "query”,

"schema": {
"type": "string",



"nul | abl e": true

" "

nanme": " Source",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"nanme": "Description",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

"nane": "Details",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"

name": "M ni nunBSeverity",
"in": "query",

"schema": {

"type": "string",

"nul | abl e": true

"nanme": "FronDate",
"in": "query",
"schema": {
"type": "string",
“nul | abl e": true

"nanme": "ToDate",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

" [

nanme": "Peripherallcon",
"in": "query",

"schema": {

"type": "string",

"nul | abl e": true

"name": "SortBy",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true
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"name": "PageNunber",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"

" "

nane": "PageSi ze",
"in": "query",
"schema": {

"type": "integer",
"format": "int32"

"nanme": "d obal Search",

"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

"nane": "FronEvent|d",
"in": "query",
"schema": {
"type": "integer",
"format": "int64"

"

nane": "ToEventld",
"in": "query",
"schema": {

"type": "integer",
"format": "int64"

"name": "FronCreationTi meEpoch",

"in": "query",
"schema": {
"type": "integer",
“format": "int64"

"name": "ToCreationTi meEpoch",

"in": "query",
"schema": {
"type": "integer",
"format": "int64"

"

nanme": "Asset Key",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true
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"nanme": "Asset Nane",
"in": "query",
"schema": {
"type": "string",
“nul | abl e": true

}
}
{
"name": "Peripheral Assetld",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schenmas/ Pri neEvent Vi ewW apper | nt egrati on"
}
1,
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Pri neEvent Vi ewW apper | nt egrati on"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Pri meEvent Vi ewW apper | nt egrati on"
}
}
}
}
}

POST /prime/webui/Events/AddOrUpdateAlarmDest

/1 @@POST Add or update al arm destination
/1 Add or update alarmdestination. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Events/AddOr Updat eAl ar nDest"' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponents/schemas/ Al arnDesti nationVi ew'}"
"post": {
"tags": [
"Event Api "
I,
"summary": "Add or update al arm destination",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Al ar nDesti nati onVi ew'
}
}

"

pplication/json": {
"schema": {
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"$ref": "#/ conponents/schemas/ Al ar nDesti nati onVi ew'

}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Al ar nDesti nati onVi ew'
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Al ar nDesti nati onVi ew'
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Events/ExportGetAudit

/1 @POST Export audit trail csv
/] Export audit trail csv. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Events/ExportGetAudit' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": |
" Event Api "
I,
"summary": "Export audit trail csv",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true

}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

}



POST /prime/webui/Events/ExportGetAuditPDF/exportpdf

/1
/1
/1
/1
/1
/1
/1

POST /prime/webui/Events/ExportGetEvents

/| @A@PCST Export events

b,
"responses": {
"200": {

"description": "Success"

}
}
}

@APOST Export audit

trail pdf

Export audit trail pdf. Use this to create data.

Exanpl e:

curl -X POST 'https://<host>/prime/webui/Events/Export Get Audi t PDF/ export pdf"

-H ' Aut hori zati on:
-H ' Content-Type:
-d " {}Y
"post": {
"tags": [
"Event Api "
1.

Bearer <token>' \
application/json' \

"summary": "Export audit trail pdf",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

\



/1
/1
/1
/1
/1
/1

POST /prime/webui/Events/ExportGetEventsPDF/exportpdf

Export events. Use this to create data.
Exanpl e:
curl -X PCST 'https://<host>/prime/webui/Events/Export Get Event s’
-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d "{}
"post": {
"tags": [
"Event Api "
1.
"summary": "Export events",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true

}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

@»OST Export events pdf
Export events pdf. Use this to create data.
Exanpl e:

curl -X PCST 'https://<host>/prime/webui/Events/ Export Get Event sPDF/ export pdf"’

-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d "{}
"post": {
"tags": |
" Event Api "
I,
"summary": "Export events pdf",
"request Body": {
"content": {

\



"application/json -patch+json": {
"schema": {
"type": "object",
"nul l abl e": true

}
3
"application/json": {
"schema": {
"type": "object",
"nul l abl e": true
}
3
"text/json": {
"schema": {
"type": "object",
"nul l abl e": true
}
3
"application/*+j son": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
3
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Events/RemoveAlarmDest

/1 @@POST Renove al arm destination
/!l Renbve alarmdestination. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Events/RenoveAl ar nDest"
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"Event Api "
1,
"sumary": "Renove al arm desti nation",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string"
}
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "array",
"items": {

"type": "string"

\
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)
}
}
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
}

ul l abl e": true

ul l abl e": true

ul l abl e": true

H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Events/TestAlarmDests

/1 @3@POST Test al arm destination
/1 Test alarmdestination. Use this to create data

/1 Exanpl e
/1 curl -X POST 'https://<host>/prine/ webui/Events/ Test Al ar nDest s
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": |
" Event Api "
I,
"summary": "Test al arm destination",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string"
}
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

ul l abl e": true

\
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}
3
"text/json": {

"schema": {

"type": "array",
"items": {

"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

General

GET /prime/webui/generalcontroller/downloaddebuglog

/1 @ASET Downl oad debug | ogs

/1 Downl oad debug logs. Use this to fetch data.

/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/general controll er/dowl oaddebugl og' \
/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": |
"Ceneral "
I,
"summary": "Downl oad debug | ogs",
"paraneters": [

{

"

nane": “file",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}s
{
"name": "l ogType",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
1
{



"nanme": "pollerNane",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

}
}
{
"name": "ip",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/generalcontroller/getdebuglogs

/| @ABET Get debug | ogs
/1 Get debug logs. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/general controller/getdebuglogs' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"General "
I

"summary": "Get debug |ogs",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/generalcontroller/downloadContainerDebuglLog

/| @ABET Get |ogs from container
/1 Get logs fromcontainer. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/general controll er/downl oadCont ai ner DebugLog' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"General "
1,
"summary": "Get |ogs from container",
"paraneters": [
{
"name": "container Mbdul e",
"int: "query”,
"schema": {

"type": "string",



"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}
}

PUT /prime/webui/generalcontroller/log

/1 @@PUT prime webui generalcontroller |og
/1 Calls PUT /prine/webui/general controller/log. Use this to update data.

/1 Exanpl e:
/1 curl -X PUT 'https://<host>/prinme/webui/general controller/log" \
I -H " Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Servi ceLogSettings"}
"put": {
"tags": [
"General "

I,
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponent s/ schenmas/ Servi ceLogSettings"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schenas/ Servi ceLogSettings"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ ServicelLogSettings"
}
H
"application/*+ son": {
"schema": {
"$ref": "#/ conponent s/ schenmas/ Servi ceLogSettings"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}
GeneralConfig

GET /prime/webui/generalconfig/exporttags



/| @OBET Export tags
/1 Export tags. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/general config/exporttags' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"General Config"
I
"summary": "Export tags",
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/generalconfig/GetConfigltemsByPrefix/{prefixes}

/]l @ABET Get configuration itens

/1l Get configuration itens. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/general confi g/ GetConfigltensByPrefix/{prefixes}' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
"General Config"
I
"summary": "Get configuration itens",
"paraneters": [
{
"name": "prefixes",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | able": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /primel/webui/generalconfig/GetConfigltemsByName/{names}

/'l @AET Get configuration itens
/1 Get configuration items. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/general confi g/ Get ConfigltensByNane/{nanmes}"' \
11 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [
"General Config"
1.
"summary": "Get configuration itens",
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"paraneters": [

{
"nane": "nanes",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul l abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}

}
}

GET /prime/webui/generalconfig/GetCustomLoginConfigltems

/1l @ABET Get customlogin configuration itens
/1 Get customlogin configuration itens. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/general confi g/ Get Cust onLogi nConfigltens' \
/1 -H ' Aut horizati on: Bearer <token>'
"get": {
"tags": |
"Cener al Config"
1.
"summary": "Get customlogin configuration itens",
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/generalconfig/geticons

/1l @ABET Get icons
/'l Get icons. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/general config/geticons' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |

"CGener al Config"
1.

"summary": "Get icons",
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/generalconfig/GetConfigltemsByPrefixMeraki/{prefixes}
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/| @ABET Get Meraki config itens

/1 Get Meraki config itens. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/general config/ GetConfigltensByPrefixMeraki/{prefixes}' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
"General Config"
I
"summary": "Get Meraki config itens",
"paraneters": [
{
"name": "prefixes",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/generalconfig/gethashtags

/'l @AET Get tags
/] Get tags. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/general config/gethashtags' \
11 -H "Aut horization: Bearer <token>'
"get": {
"tags": [
"General Config"
1.
"summary": "Get tags",
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/generalconfig/AddOrUpdateCACTServer

/1 @@POST Add or update CACT server
/1 Add or update CACT server. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/general confi g/ AddOr Updat eCACTSer ver' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [

83



"General Config"
I,

"summary": "Add or update CACT server",

"request Body": {
"content": {

"application/json -patch+json": {

"schema": {

"type": "object",
"addi tional Properties": {

"type":
}

}
b

"string"

)
"nul | abl e": true

"application/json": {

"schema": {

"type": "object",
"addi tional Properties": {

"type":
}

}
}

"schema": {

"text/json": {

"string"

)
"nul | abl e": true

"type": "object",
"addi tional Properties": {

"type":
}

}
b

"string"

)
"nul | abl e": true

"application/*+json": {

"schema": {

"type": "object",
"addi tional Properties": {

"type":
}

}
}
}
H
"responses": {
"200": {
"description":
}
}
}

POST /prime/webui/generalconfig/AddOrUpdatelSEServer

"string"

)
"nul | abl e": true

"Success"

/| @A@POST Add or update | SE server
/1 Add or update |SE server. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/general confi g/ AddOr Updat el SESer ver'
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [

"General Config"
I,

\



"summary": "Add or update |SE server",

"request Body": {
"content": {

"application/json -patch+json":

"schema": {
"type": "object",
"addi tional Properties":
"type": "string"
}

"nul | abl e": true
}

}

"

pplication/json": {
"schema": {
"type": "object",
"addi tional Properties":
"type": "string"
H
"nul l abl e": true
}
H
"text/json": {
"schema": {
"type": "object",
"addi tional Properties":
"type": "string"
H
"nul | abl e": true
}
H
"application/*+j son": {
"schema": {
"type": "object",
"addi tional Properties":
"type": "string"

3
"nul l abl e": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/generalconfig/AddOrUpdateLDAPServer

/1 @@POST Add or update LDAP server

/1 Add or update LDAP server. Use this to create data.

/1 curl -X POST 'https://<host>/prine/ webui/general confi g/ AddOr Updat eLDAPSer ver'

/1l Exanpl e:
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"General Config"
I
"summary": "Add or update LDAP server",

"request Body": {

\



"content": {

"application/json -patch+json":

"schema": {
"type": "object",
"addi tional Properties":
"type": "string"
}

"

}
}
"application/json": {
"schema": {
"type": "object",
"addi tional Properties":
"type": "string"
}

"

}
}
"text/json": {
"schema": {
"type": "object",
"addi tional Properties":
"type": "string"
}

"

}
}
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties":
"type": "string"
}

"

}
}
}

ul l abl e": true

ul l abl e": true

ul l abl e": true

ul l abl e": true

H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/generalconfig/AddOrUpdateCustomLogin

/1 @@POST Add or update LDAP server

/1 Add or update LDAP server. Use this to create data.

/1 curl -X POST 'https://<host>/prine/ webui/general confi g/ AddOr Updat eCust onLogi n'

/1 Exanpl e:
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": |
"CGener al Config"
1.
"summary": "Add or update LDAP server",

"request Body": {
"content": {

"application/json -patch+json":

"

\



POST /prime/webui/generalconfig/AddOrUpdateLICENSEConfig

11
/1
/1
11
/1
/1
11

"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

@APOST Add or update |isence configuration

Add or update |isence configuration. Use this to create data.

Exanpl e:

curl -X POST 'https://<host>/prime/webui/general confi g/ AddOr Updat eLl CENSEConf i g'

-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d " {}

"post": {
"tags": [
"General Config"
1.
"summary": "Add or update |isence configuration",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",

\



"addi tional Properties": {
"type": "string"
}

"

}

ul | abl e": true

}

"

pplication/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

}

ul | abl e": true

}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

}

ul | abl e": true

}

"

pplication/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

3
"nul l abl e": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/generalconfig/RemoveSmtpPassword

/1 @@POST Add or update sntp configuration
/1 Add or update sntp configuration. Use this to create data

/1l Exanpl e
/1 curl -X POST 'https://<host>/prinme/webui/general confi g/ RenoveSnt pPassword' \
/1 -H " Aut horization: Bearer <token>
"post": {
"tags": |
"CGener al Config"
1.
"summary": "Add or update smtp configuration",
"responses": {
"200": {
"description": "Success"
}
}

}



POST /prime/webui/generalconfig/AddOrUpdateSMPTConfig

/1

POST /prime/webui/generalconfig/addhashtags

@APCST Add or update sntp configuration

Add or update smtp configuration. Use this to create data.

Exanpl e:

curl -X POST 'https://<host>/prime/webui/general confi g/ AddO Updat eSMPTConfi g'

-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d " {}

"post": {
"tags": [
"General Config"
1.
"summary": "Add or update smtp configuration",

"request Body": {
"content": {

"application/json -patch+json":

"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}
}

"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

\



/| @A@POST Add tags
/1 Add tags. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/general confi g/ addhashtags' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Gat ewayHasht agActi onDt 0"}’
"post": {
"tags": [

"General Config"
1.
"summary": "Add tags",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponent s/ schemas/ Gat ewayHasht agAct i onDt 0"
}
}
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Gat ewayHasht agAct i onDt 0"
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Gat ewayHasht agActi onDt 0"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponent s/ schenmas/ Gat ewayHasht agAct i onDt 0"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/generalconfig/deletehashtags

/1 @@OST Del ete tags
/] Delete tags. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/general confi g/ del et ehasht ags'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schenas/ Gat ewayHasht agActi onDt 0"}’
"post": {
"tags": [

"CGener al Config"
I
"summary": "Delete tags",
"request Body": {

"content": {

"application/json -patch+json": {
"schema": {
"$ref": "#/ conponent s/ schenas/ Gat ewayHasht agAct i onDt 0"

\
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}

b
"application/json": {
"schema": {
"$ref": "#/ conponent s/ schenmas/ Gat ewayHasht agAct i onDt 0"
}
}

"

ext/json": {
"schema": {
"$ref": "#/ component s/ schenas/ Gat ewayHasht agAct i onDt 0"
}
}

"

pplication/*+json": {
"schema": {
"$ref": "#/ component s/ schenas/ Gat ewayHasht agActi onDt 0"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/generalconfig/importtags

/| @3@PCST |nport tags
/1 Inmport tags. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/general config/inporttags' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"General Config"
I,
"summary": "lnport tags",

"request Body": {
"content": {
"mul tipart/form-data": {
"schema": {
"type": "object",
"properties": {
"file": {
"type": "string",
"format": "binary",
"nul | able": true
}
}
H
"encodi ng": {
"file": {
"style": "fornt
}
}
}
}
H
"responses": {
"200": {



"description": "Success"
}
}
}

POST /prime/webui/generalconfig/SetServerDomainName

/1 @@PCST Set server donmai n nane

/1 Set server dommin nane. Use this to create data.

/1 curl -X POST 'https://<host>/prinme/webui/general confi g/ Set Ser ver Donai nNane'

/1 Exanpl e:
I -H " Aut hori zati on: Bearer <token>'
/1 -H ' Content-Type: application/json'
/1 -d " {}
"post": {
"tags": [

"General Config"
I,

"summary": "Set server domain nane",

"request Body": {
"content": {

"application/json -patch+json":

"schema": {
"type": "object",
"addi tional Properties"
"type": "string"
b
"nul | abl e": true
}
b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties"
"type": "string"
b
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "object",
"addi tional Properties"
"type": "string"
b
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties"
"type": "string"
b
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"

}

\

\

\
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Integration

GET /prime/webui/integration/GetintegrationStatus/{prefixes}

/'l @@ET Get integration status
/] Get integration status. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/integration/GetlntegrationStatus/{prefixes}'
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"I ntegration"
I,
"summary": "Get integration status",
"paraneters": [
{
"name": "prefixes",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I,
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/integration/TestSysLog

/1 @@POST Test syslog
/1 Test syslog. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/integration/ Test SysLog' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Al ar nDest i nati onConnecti onVi ew'}'
"post": {
"tags": [
"I ntegration”
1,
"summary": "Test syslog",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Al arnDesti nati onConnecti onVi ew'
}
b
"application/json": {
"schema": {
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"$ref": "#/ conponents/schemas/ Al arnDesti nati onConnecti onVi ew'

}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Al arnDesti nati onConnecti onVi ew'
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Al ar nDesti nati onConnecti onVi ew'
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}
License

GET /prime/webui/License/EulaLicensing

/| @ABET Get EULA |icensing
/1 Get EULA licensing. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/License/Eul aLi censing' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Li cense"
I

"summary": "Get EULA |icensing",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/License/PrimeFilesDetails

/1l @ET Get HAC -1 files details
/1 Get HAC -1 files details. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/License/PrineFilesDetails' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Li cense"
I

"summary": "Get HAC -1 files details",
"responses": {
"200": {
"description": "Success"
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GET /prime/webui/License/PrimeLicensing

/1l @ET Get HAC -1 licensing
/1 Get HAC -1 licensing. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/Licensel/PrineLicensing'
/1 -H ' Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Li cense"

1.
"summary": "Get HAC -1 licensing",

"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/License/NetLicensing

/1l @ET Get NET l|icensing
/1 Get NET licensing. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/Licensel/NetLicensing'
/1 -H ' Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Li cense"

1

"summary": "Get NET |icensing",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/License/UsbLicensing

/1l @ET Get Usb Licensing
/1 Get Usb Licensing. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/Licensel/ UsbLi censi ng'
/1 -H ' Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Li cense"

1

"summary": "Get Usb Licensing",
"responses": {
"200": {

\

\
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"description": "Success"
}
}
}

POST /prime/webui/License/SaveEulalLicensing

@APCST Save EULA |icensing

Save EULA licensing. Use this to create data.

Exanpl e:

curl -X POST 'https://<host>/prime/webui/Licensel/ SaveEul aLi censing' \
-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d "{"$ref":"#/ conponent s/ schemas/ Eul aLi censeVi ewResource"}"'

"post": {

"tags": [

"Li cense"
I,
"summary": "Save EULA licensing",
"request Body": {

"content": {

"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Eul aLi censeVi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Eul aLi censeVi ewResour ce"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Eul aLi censeVi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Eul aLi censeVi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/License/UploadPrimeLicensing

/1
/1

@»OST Upl oad HAC -1 licensing

Upl oad HAC -1 licensing. Use this to create data.

Exanpl e:

curl -X PCST 'https://<host>/prime/webui/License/ Upl oadPri neLi censi ng'
-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d " {}y

"post": {

\
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"tags": [
"Li cense"
I
"summary": "Upload HAC -1 |icensing",
"request Body": {
"content": {
"multipart/form-data": {
"schema": {
"type": "object",
"properties": {
"file": {
"type": "string",
"format": "binary",
"nul | abl e": true
}
}
I
"encodi ng": {
"file": {
"style": "forni
}
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

Location

GET /prime/webui/location

/1l @ABET Get location info
/Il Get location info. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/location'
/1 -H "Authorization: Bearer <token>'
"get": {
"tags": |
"Locati on"
1.

"summary": "Get location info",
"paraneters": [

{

"name": "id",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
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Mail

POST /prime/webui/emailNotification/SendMail

/1 @@POST Send mai |
/! Send mail. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/enail Notification/SendMail' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Snt pMai | Dt 0" }'
"post": {
"tags": [
“Mai | "
I,
"summary": "Send nmil",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schenas/ Snt pMai | Dt 0"

}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ St pMai | Dt 0"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schenas/ Snt pMai | Dt 0"
}
}

"

pplication/*+json": {
"schema": {
"$ref": "#/ conponent s/ schenas/ Snt pMai | Dt 0"
}
}

}

H

"responses": {
"200": {

"description": "Success"

}

}

}

POST /prime/webui/emailNotification

/| @A@PCST Set pending email notification

/1 Set pending enmil notification. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/email Notification" \
I -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

11 -d " {}'



"post": {
"tags": |

“Mai "
1,

"summary": "Set pending email notification",

"request Body": {
"content": {

"application/json -patch+json": {

"schema": {

"type": "object",

"addi ti onal
"type":
"itens":

"$ref":
}
}

"

}

ul | abl e":

},

Properties": {
array",

{

"#/ conponent s/ schenas/ Ri skl ndi cati onDt 0"

true

"application/json": {

"schema": {

"type": "object",

"addi ti onal
"type":
"itens":

"$ref":
}
}

"

}

ul | abl e":

H
"text/json": {
"schema": {

Properties": {
array",

{

"#/ conponent s/ schenas/ Ri skl ndi cati onDt 0"

true

"type": "object",

"addi ti onal
"type":
"itens":

"$ref":
}
}

"

}

ul | abl e":

},

Properties": {
array",

{

"#/ conponent s/ schenas/ Ri skl ndi cati onDt 0"

true

"application/*+json": {

"schema": {

"type": "object",

"addi ti onal
"type":
"itens":

"$ref":
}
}

"

}

ul | abl e":

}
}
H
"responses": {
"200": {
"description":
}
}

Properties": {
array",

{

"#/ conponent s/ schenas/ Ri skl ndi cati onDt 0"

true

"Success"
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NetApi

GET /prime/webui/Switches/CheckPassword

/1 @AET Check password
/1l Check password. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/ CheckPassword' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": [
" Net Api "
1.
"summary": "Check password",
"paraneters": [
{
"name": "id",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/InfrastructurelDs

/] @AET Get all Infrastructure |IDs

/1l Get all Infrastructure IDs. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Swi tches/InfrastructurelDs' \
/1 -H ' Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"summary": "Get all Infrastructure |Ds",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"type": "array",
"items": {
"type": "string"
}
}
b
"application/json": {
"schema": {
"type": "array",
"items": {
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"type": "string"

}
}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
}
}

GET /prime/webui/Switches/Switches

/1l @AaBET Get all Switches
/1 Get all Switches. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prime/ webui/Sw tches/Swi tches' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Net Api "
I

"summary": "Get all Switches",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Swit chDat aVi ewResour ce"
}
}
1,
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ SwitchDat aVi ewResour ce"
}
}
I
"text/json": {
"schema": {
"type": "array",
"itenms":
"$ref": "#/ conponents/schemas/ Swit chDat aVi ewResour ce"
}
}
}
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GET /prime/webui/Switches/getinfradata

/1l @BET Get Infrastructure Data
/1l Get Infrastructure Data. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/Sw tches/getinfradata' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Net Api "
I
"summary": "Get Infrastructure Data",
"paraneters": [
{
"name": "InfraVi ewQuery",
"in": "query",
"description": "Dictionary of key value for search, the supported keys are
i pAddr essl DTool tip, \r\n I D, ipAddress, assignedNane, ios, nodel, statusDescription,
hasht ags, | ast Updat edDi spl ayString, protocol, \r\n pol | i ngG oupN ane, groupNane,
pageSi ze, pageNunber, sortBy \r\n For exanple if you want to get switch with \r\n

infrastructureNanme Floor1l and i pAddressl DTooltip 192.168.10.172 you need to send in the
query Ports?assi gnedName=FI oor 1& pAddr ess| DTool ti p =192. 168. 10. 172. ",
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

H

"description": "Dictionary of key value for search, the supported keys are
i pAddr essl DTool tip, \r\n I D, ipAddress, assignedNane, ios, nodel, statusDescription,
hasht ags, | ast UpdatedDi splayString, protocol, \r\n pol I i ngG ou pNane, groupNane,
pageSi ze, pageNunber, sortBy \r\n For exanple if you want to get switch with \r\n

infrastructureNane Fl oorl and i pAddressl DTooltip 192.168. 10.172 you need to send in the
query Ports?assi gnedNane=F| oor 1& pAddr essl DTool t i p=192. 168. 10. 172. ",
"nul | abl e": true

}
}
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ component s/ schemas/ Net wor kI nf r aDat aVi ewResour ceTabl eW apper”
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Net wor kl nf raDat aVi ewResour ceTabl eW apper "
}
H
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Net wor kI nf r aDat aVi ewResour ceTabl eW apper”
}
}
}
}

GET /prime/webui/Switches/SwitchesConnection/{switchConnectionald}
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/| @ABET Get switch connection by ID

/1l Get switch connection by ID. Use this to fetch data.

/1 Exanpl e:

/1 curl -X CGET 'https://<host>/prime/webui/Sw tches/Swi tchesConnection/{sw tchConnectionald}' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"summary": "Get switch connection by ID',
"paraneters": [
{
"name": "sw tchConnectionld",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true

"name": "sw tchConnectional d",
"in": "path",
"required": true,
"schema": {
"type": "string"
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/getswitches

/'l @ABET Get Switches
/Il Get Switches. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/Swi tches/getsw tches' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |

"Net Api "
I,

"summary": "Get Sw tches",
"paraneters": [

{

"name": "swi tchesVi ewQuery",

"in": "query",

"description": "Dictionary of key value for search, the supported keys are
i pAddressSwi tchl DTool tip, \r\n swi tchl D, ipAddress, assignedNane, ios, nodel,
statusDescri ption, hashtags, |astUpdatedDi splayString, protocol, \r\n
pol I i ngG oupNane, groupNane, pageSize, pageNunber, sortBy \r\n For exanple if
you want to get switch with \r\n swi tchNanme Floorl and i pAddressSwitchl DTool tip

192.168. 10.172 you need to send in the query
Port s?assi gnedNane=F| oor 1& pAddres sSw t chl DTool ti p=192. 168. 10. 172.",
"schema": {
"type": "object",
"addi tional Properties": {
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"type": "string"
b

"description": "Dictionary of key value for search, the supported keys are
i pAddressSwi tchl DTool tip, \r\n switchl D, ipAddress, assignedNane, ios, nodel,

statusDescri ption, hashtags, |astUpdatedDi splayString, protocol, \r\n

pol I i ngG oupNane, groupNane, pageSize, pageNunber, sortBy \r\n For exanple if

you want to get switch with \r\n swi tchNane Fl oorl and i pAddressSwitchl DTool tip

192.168. 10.172 you need to send in the query
Por t s?assi gnedNanme=F| oor 1& pAddr essSw t chl DTool ti p=192. 168. 10. 172. ",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schenmas/ Sw t chDat aVi ewResour ceTabl eW apper "

}
H
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Swi t chDat aVi ewResour ceTabl eW apper "
}
}

"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Swi t chDat aVi ewResour ceTabl eW apper "

GET /prime/webui/Switches/SwitchesConnection

/] @AET Get switches connections
/1l Get switches connections. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/Swi tches/SwitchesConnection' \
11 -H " Aut horization: Bearer <token>'
"get": {
"tags": [
" Net Api "
1.
"summary": "Get sw tches connections",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/healthcheck

/| @AET Heal t hcheck
/1 Heal thcheck. Use this to fetch data.
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/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/Swi tches/heal thcheck' \
/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": |
" Net Api "
1.
"summary": "Heal t hcheck",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/apscontroller/{WlanControllerDatald}

/1 @ABET prime webui Switches apscontroller WanControl |l erDatald

/1 Calls GET /prine/webui/Sw tches/apscontroller/{WanControllerDatald}. Use this to fetch data.
/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/apscontroller/{WanControllerDatald}' \

/1 -H ' Aut horizati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"paraneters": [
{
"name": "WanControll erDatald",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/CmdPorts

/1 @AET prime webui Switches CndPorts
/1 Calls GET /prine/webui/Swi tches/CdPorts. Use this to fetch data.
/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/Sw tches/CndPorts' \
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
" Net Api "
I,
"responses": {
"200": {
"description": "Success"

}
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GET /prime/webui/Switches/domainscanload

/1l @ABET prime webui Switches donmai nscanl oad

/1 Calls GET /prine/webui/Sw tches/domai nscanl oad. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/donmai nscanl oad' \

/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/ExportFile

/| @ABET prime webui Switches ExportFile

/1 Calls GET /prinme/webui/Sw tches/ExportFile. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/ExportFile' \

I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/ExportZeroMacPDF/exportpdf

/1 @AET prime webui Switches ExportZer oMacPDF export pdf
/1 Calls GET /prine/webui/Sw tches/ExportZeroMacPDF/ exportpdf. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/ExportZer oMacPDF/ export pdf' \
/1 -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

/1 -d ' {}

"get": {
"tags": [
" Net Api "

]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
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"type": "object",
"nul | abl e": true

}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/Switches/FingerPrints

/1 @AET prime webui Switches FingerPrints

/1 Calls GET /prine/webui/Swi tches/FingerPrints. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Swi tches/FingerPrints' \

11 -H " Aut horization: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/GetDomains

/1 @AET prime webui Switches Get Domai ns
/1 Calls GET /prinme/webui/Switches/ Get Domains. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/ Get Domai ns' \
/1 -H "Authorization: Bearer <token>'
"get": {
"tags": |
" Net Api "
1.
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"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/getloggednetpollers

/1 @ET prime webui Switches getl oggednetpollers

/1 Calls GET /prine/webui/Switches/getl oggednetpollers. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/getl oggednetpollers' \

/1 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/GetNetworkConfigltemsByPrefix/{prefixes}

/1 @ET prime webui Switches Get Networ kConfigltensByPrefix prefixes

/1 Calls GET /prine/webui/Sw tches/ Get Net wor kConfi gltensByPrefix/{prefixes}. Use this to fetch data.
/1l Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Swi tches/ Get Net workConfi gltensByPrefix/{prefixes}' \

/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"paraneters": [
{
"name": "prefixes",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/GetScanEnginesDomains

/1 @ET prime webui Switches Get ScanEngi nesDonai ns

108



/1 Calls GET /prine/webui/Sw tches/ Get ScanEngi nesDormai ns. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/ Get ScanEngi nesDonmai ns' \

/1 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/GetWlanControllers

/1 @AET prime webui Switches Get WanControllers

/1 Calls GET /prine/webui/Sw tches/ GetWanControllers. Use this to fetch data.
/1l Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/ Get WanControllers' \

/1 -H ' Aut horizati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/MACAddressesWithoutSepioClassification

/1l @ABET prime webui Swi tches MACAddressesW t hout Sepi od assi fication

/1 Calls GET /prinme/webui/Sw tches/ MACAddr essesW t hout Sepi oCl assification. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/ webui/Sw tches/ MACAddr essesW t hout Sepi oCl assi fication' \

I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/MacPrefixPolicies

/1 @AET prime webui Switches MacPrefixPolicies
/1 Calls GET /prine/webui/Sw tches/ MacPrefixPolicies. Use this to fetch data.
/1 Exanpl e:
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/1 curl -X GET 'https://<host>/prime/webui/Sw tches/MacPrefixPolicies' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
b

GET /prime/webui/Switches/NetDebug

/1 @AET prime webui Switches Net Debug

/1 Calls GET /prine/webui/Switches/ Net Debug. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/ Net Debug' \

11 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/netpollers

/1 @AEET prime webui Switches netpollers

/1 Calls GET /prinme/webui/Switches/netpollers. Use this to fetch data.
/1l Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/netpollers' \

/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/NetsClassificationSummary

/1 @ABET prime webui Switches NetsC assificati onSummary
/1 Calls GET /prine/webui/Sw tches/ Netsd assificationSummary. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/ Netsd assificationSunmary' \
I -H " Aut hori zati on: Bearer <token>'
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"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/NetworkPolicies

/]| @ABET prime webui Swi tches NetworkPolicies

/1 Calls GET /prine/webui/Sw tches/ NetworkPolicies. Use this to fetch data.
/1 Exanpl e:

/1 curl -X CGET 'https://<host>/prime/webui/Sw tches/ NetworkPolicies' \

I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
b

GET /prime/webui/Switches/PollingGroups

/1 @AET prime webui Switches PollingG oups

/1 Calls GET /prine/webui/Sw tches/PollingGoups. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/PollingG oups' \

11 -H " Aut horization: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/PollingGroups/{pollingGroupld}

/] @ET prime webui Switches PollingGoups pollingGoupld
/1 Calls GET /prine/webui/Sw tches/PollingGoups/{pollingGoupld}. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/PollingG oups/{pollingGoupld}" \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
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" Net Api "

I,
"paraneters": [
{
"nanme": "pollingGoupld",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/Switches/Ports/FilterFields

/| @ABET prime webui Switches Ports FilterFields

/1 Calls GET /prine/webui/Sw tches/Ports/FilterFields. Use this to fetch data.
/1 Exanpl e:

/1 curl -X CGET 'https://<host>/prinme/webui/Swi tches/Ports/FilterFields' \

I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"paraneters": [
{
"name": "portVi ewQuery",
"in": "query",
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}
}
}

nul | abl e": true

I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/Riskinsights/PortAnomalies

/1 @ABET prime webui Swi tches Risklnsights PortAnonalies
/1 Calls GET /prine/webui/Sw tches/Ri sklnsights/PortAnomalies. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/Sw tches/ R sklnsights/PortAnomalies' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

112



" Net Api "

1

"paraneters": [

{

"
"
"

"

}

"
"
"

"

}
}
1

nanme": "sw tchDatal d",
in": "path",
required": true,
schema": {
"type": "string",
"nul | abl e": true

nanme": "portDatald",
in": "path",
required": true,
schema": {
"type": "string",
"nul | abl e": true

"responses": {
"200": {

"

}
}
}

GET /prime/webui/Switches/Riskinsights/VulnerableSwitch

/1 @ABET prime webui

/1 Exanpl e:

/1 curl -X CGET 'https://<host>/prime/webui/Sw tches/ R skl nsights/Vul nerabl eSwi t ch'
I -H " Aut hori zati on:

"get":

description": "Success"

{

"tags": [
" Net Api "

1

"paraneters": [

{

"
"
"

"

}

"

"

"

nanme": "swi tchbDatal d",
in': "path",
requi red": true,
schema": {
"type": "string",
"nul l abl e": true

nanme": "portDatald",
in': "path",
required": true,

"schema": {

}

}
1

"type": "string",
“nul | abl e": true

"responses": {
"200": {

"description":

Swi t ches Ri skl nsights Vul nerabl eSwi tch

/1 Calls GET /prine/webui/Sw tches/Ri skl nsi ghts/Vul nerabl eSwitch. Use this to fetch data.

Bear er <t oken>'

"Success”
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GET /prime/webui/Switches/scanpolicy

/1 @ET prime webui Switches scanpolicy

/1 Calls GET /prine/webui/Sw tches/scanpolicy. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prinme/webui/Sw tches/scanpolicy' \

/1 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/Switches/{switchDatald}/{portDatald}

/1l @AET prime webui Switches Switches switchDatald portDatald

/1 Calls GET /prine/webui/Swi tches/Switches/{sw tchDatald}/{portDatald}. Use this to fetch data.
/1l Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/Switches/{sw tchDatald}/{portDatald}' \

/1 -H ' Aut horization: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"paraneters": [
{
"nanme": "sw tchbDatald",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
H
{
"nanme": "portDatald",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}
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GET /prime/webui/Switches/Wlancontrollers/info/{WlanControllerDatald}

/1 @ET prime webui Switches Wancontrollers info WanControl |l erDatal d

/1 Calls GET /prine/webui/Sw tches/Wancontrollers/info/{WanControllerDatald}. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Switches/Wancontrollers/info/{WanControllerDatald}' \

/1 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
" Net Api "
I

"paraneters": [

{

"

name": "WanControllerDatald",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/Switches/Wlancontrollers/{WlanControllerDatald}

/| @ABET prime webui Switches Wancontrollers WanControl | erDatal d

/1 Calls GET /prinme/webui/Sw tches/ Wancontrollers/{WanControllerDatald}. Use this to fetch data.
/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/ webui/Sw tches/Wancontrollers/{WanControllerDatald}' \

I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
" Net Api "
I,
"paraneters": [
{
"name": "WanControll erDatald",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul l abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}

115



GET /prime/webui/Switches/ZeroMacPorts

/| @ABET prime webui Swi tches ZeroMacPorts
/1 Calls GET /prine/webui/Sw tches/ZeroMacPorts.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/Sw tches/ZeroMacPorts'

/1 -H "Aut horization: Bearer <token>'

"get": {
"tags": [
" Net Api "
I
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/AddOrUpdatePollerNetPolicyVerification

/1 @@POST Add or update net policy verification
/1 Add or update net policy verification.

Use this to create data.

Use this to fetch data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/ AddOr Updat ePol | er Net Pol i cyVerification' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
"Net Api "
I,
"summary": "Add or update net policy verification",

"request Body": {
"content": {

"application/json -patch+json": {

"schema": {
"type": "object",

"

"addi tional Properties":

"type": "string"
}
"nul | abl e": true

}

}
"application/json": {

"schema": {

"type": "object",

"

"addi tional Properties":

"type": "string"

}

"

}

ul l abl e": true

H
"text/json": {
"schema": {
"type": "object",

"

"addi tional Properties":

"type": "string"
}

"

ul l abl e": true

{
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"application/*+j son": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

I
"nul l abl e": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/AddOrUpdateNetworkPolicyToPorts

/1 @@POST Add or update policy to ports
/1 Add or update policy to ports. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/ AddOr Updat eNet wor kPol i cyToPorts' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Net wor kPol i cyActi onDt 0"}"
"post": {
"tags": [
" Net Api "
I,
"summary": "Add or update policy to ports",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ component s/ schenmas/ Net wor kPol i cyAct i onDt 0"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Net wor kPol i cyActi onDt 0"
}
H
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Net wor kPol i cyAct i onDt 0"
}
b
"application/*+j son": {
"schema": {
"$ref": "#/ component s/ schenmas/ Net wor kPol i cyAct i onDt 0"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}
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POST /prime/webui/Switches/AddSwitch

/] @@POST Add switch
/1 Add switch. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/AddSwitch' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Swi t chConnecti onVi ewResource"}'
"post": {
"tags": [
"Net Api "
I,
"summary": "Add swtch",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Swi t chConnecti onVi ewResour ce"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Swit chConnecti onVi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Swit chConnecti onVi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Swi t chConnecti onVi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/AddSwitches

/1 @@POST Add swi tches
/1 Add switches. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/ AddSwi t ches' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
" Net Api "
I,
"summary": "Add switches",
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"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Swi t chConnecti onVi ewResour ce"”

}

"nul | abl e": true
}
b

"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Swi t chConnecti onVi ewResour ce"”

}

"nul | abl e": true
}
b

"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conmponents/schemas/ Swi t chConnecti onVi ewResour ce"

}

"nul | abl e": true
}
}s

"application/*+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Swi t chConnecti onVi ewResour ce"”

}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/CancelRemoveAlarmPort

/| @A@POST Cancel Renpbve Alarm state and returns the port to a nornal state
/1 Cancel Renmove Alarm state and returns the port to a normal state. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/ Cancel RenoveAl arnPort' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Zer oi zePort Vi ewResour ce"}'
"post": {
"tags": [
" Net Api "
I,
"summary": "Cancel Renove Alarm state and returns the port to a nornal state",

"request Body": {
"description":

nn
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"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemms/ Zer oi zePort Vi ewResour ce"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Zer oi zePor t Vi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
}
H
"application/*+ son": {
"schema": {
"$ref": "#/ conponents/schenmms/ Zer oi zePort Vi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/CancelRemoveAlarmSwitch

/1 @@POST Cancel Renmpbve Alarm state and returns the switch to a nornal state
/1l Cancel Renmove Alarmstate and returns the switch to a nornal state. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/ Cancel RenoveAl ar nBwi tch' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"Net Api "
1,
"summary": "Cancel Renpve Alarmstate and returns the switch to a normal state",

"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"itens": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
H

nn

"description":
"nul | abl e": true

}
b
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
b

120



"description": "",
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
}
"description": "",
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
b
"description": "",
"nul | abl e": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/CancelAcceptAlarmPort

/1 @3@POST Cancel the AcceptAlarmstate and returns the port to a normal state
/1 Cancel the AcceptAlarmstate and returns the port to a nornal state. Use this to create data

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/Sw tches/Cancel Accept Al arnPort' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Acknow edgePort Vi ewResour ce"}'
"post": {
"tags": [
"Net Api "
1,
"summary": "Cancel the AcceptAlarmstate and returns the port to a normal state.",

"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
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}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}

}
}

POST /prime/webui/Switches/CancelAcceptAlarmSwitch

/1 @@POST Cancel the AcceptAlarmstate and returns the switch to a nornal state
/1 Cancel the AcceptAlarmstate and returns the switch to a nornmal state. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/ Cancel Accept Al armSwi tch' \
11 -H "Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
"Net Api "
1.
"sumary": "Cancel the AcceptAl armstate and returns the switch to a nornal state",

"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schemas/ Acknow edgePort Vi ewResour ce"
H

"description": "",
"nul | abl e": true

}
I
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi enResour ce"
}

"

escription": "",
"nul | abl e": true

}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ components/schemas/ Acknow edgePort Vi ewResour ce"
H
"description": "",
"nul | able": true
}
H
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"application/*+j son": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi enResour ce"
}

"

escription": "",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}

}
}

POST /prime/webui/Switches/CancelDontAlarmSwitch

/| @3@POST Cancel the Don't Alarmstate and returns the switch to a normal state
/1 Cancel the Don't Alarmstate and returns the switch to a nornal state. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/Cancel Dont Al arnSwi tch' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
"Net Api "
1.
"sumary": "Cancel the Don't Alarmstate and returns the switch to a nornal state",

"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {

"$ref": "#/ conponents/schemas/ Audi t Proof Port Vi ew'
3
"description": "",
"nul | abl e": true

}
H
"application/json": {
"schema": {
"type": "array",
"items": {

"$ref": "#/ conponents/schenmas/ Audit Proof Port Vi ew'
}

"

escription": "",
"nul | abl e": true

}
}
"text/json": {
"schema": {
"type": "array",
"items": {

"$ref": "#/ conponents/schemas/ Audi t Proof Port Vi ew'
b,

"description":

nn
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"nul | abl e": true

}
I
"application/*+j son": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenmas/ Audit Proof Port Vi ew'
I
"description": "",
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/CancelDontAlarmPort

/1 @@POST Cancel the Don't Alarmstate and returns to port to a nornal state.
/1 Cancel the Don't Alarmstate and returns to port to a normal state. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/Cancel Dont Al arnPort' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Audi t Pr oof Port Vi ew'}"
"post": {
"tags": [
"Net Api "
I,
"summary": "Cancel the Don't Alarmstate and returns to port to a normal state.",

"request Body": {
"description": "",
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conmponent s/ schemas/ Audi t Pr oof Port Vi ew'

}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Audit Proof Port Vi ew'
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Audit Proof Port Vi ew'

}
b
"application/*+json": {
"schema": {
"$ref": "#/ conmponent s/ schemas/ Audi t Pr oof Port Vi ew'
}
}
}
H
"responses": {
"200": {
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"description": "Success"

}
}
}

POST /prime/webui/Switches/DeleteNetworkPolicyFromPorts

/| @A@POST Del ete policy fromports

/1 Delete policy fromports.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/ Del et eNet wor kPol i cyFronPorts
I -H " Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
" Net Api "
I,
"summary": "Delete policy from ports"

"request Body": {
"content": {

Use this to create data.

"application/json -patch+json": {

"schema": {

"type": "array",

"items": {

"type": "string"

}

}
b

)
"nul | abl e": true

"application/json": {

"schema": {

"type": "array",

"items": {
"type": "string"
3
"nul | abl e": true
}
3
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
3
"nul | abl e": true
}
3

"application/*+json": {

"schema": {

"type": "array",

"items": {

"type": "string"

}

}
}
}
}
"responses": {
"200": {

)
"nul | abl e": true

"description": "Success"

}

\
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POST /prime/webui/Switches/disableport

/1 @@POST Disable Ports
/!l Disable Ports. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/disableport' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Bl ockPort Vi ewResour ce"}'
"post": {
"tags": [
" Net Api "
I,
"summary": "Disable Ports",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
3
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/enableport

/1 @@PCST Enabl e Ports
/1 Enable Ports. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/ webui/Sw tches/enabl eport' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Bl ockPort Vi ewResour ce"}"'
"post": {
"tags": [
" Net Api "

126



1.
"summary": "Enable Ports",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
H
"application/*+ son": {
"schema": {
"$ref": "#/ conponents/schemas/ Bl ockPort Vi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/exportinfracsv

/1 @@POST Export infrastructure CSV
/1l Export infrastructure CSV. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/exportinfracsv' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
" Net Api "
I,
"summary": "Export infrastructure CSV',

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul l abl e": true
}
}

"

pplication/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
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"type": "object"
"nul | abl e": true

}
H
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/exportinfrapdf/exportpdf

/1 @@POST Export infrastructure PDF
/1 Export infrastructure PDF. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/exportinfrapdf/exportpdf' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
"Net Api "
I,
"summary": "Export infrastructure PDF",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
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"description": "Success"
}
}
}

POST /prime/webui/Switches/pollnowinfrastructure

/1 @@PCST Pol | Infrastructure Now

/1 Poll Infrastructure Now. Use this to create data.
/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/ webui/Sw tches/pollnow nfrastructure
I -H " Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
" Net Api "
I,
"summary": "Poll Infrastructure Now',
"request Body": {
"description": "List of infrastructures ids to be polled",

"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string"
H
"description": "List of infrastructures ids to be polled"
"nul | abl e": true
}
H
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
H
"description': "List of infrastructures ids to be polled"
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
b
"description": "List of infrastructures ids to be polled"
"nul | abl e": true
}
H
"application/*+j son": {
"schema": {
"type": "array",
"items": {
"type": "string"
H
"description": "List of infrastructures ids to be polled"
"nul | abl e": true
}
}

129



H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/PolINowSwitch

/1 @@PCST Pol |l Switches Now
/1 Poll Switches Now. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/ webui/Swi tches/Poll NowSwi t ch’
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
" Net Api "
I,
"summary": "Poll Switches Now',
"request Body": {
"description": "List of switches ids to be polled",

"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string"
3
"description": "List of switches ids to be polled",
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
"description': "List of switches ids to be polled",
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
b
"description": "List of switches ids to be polled",
"nul l abl e": true
}
I
"application/*+j son": {
"schema": {
"type": "array",
"items": {

"type": "string"
}

"

escription": "List of switches ids to be polled",
"nul | abl e": true

\
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}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/ActiveNetPollers

11

@A@POST prinme webui Switches ActiveNetPollers
Call's POST /prine/ webui/Sw tches/ ActiveNet Pol | ers.
Exanpl e

Use this to create data

curl -X POST 'https://<host>/prime/webui/Sw tches/ActiveNetPollers' \

-H " Aut hori zation: Bearer <token>' \
-H ' Content-Type: application/json' \
-d "{}
"post": {
"tags": [
" Net Api "
I,
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

b,
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
}

}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"nul | abl e": true
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H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/changepollerloglevel

/| @3@PCST prinme webui Sw tches changepol | erl ogl evel

/1 Calls POST /prine/webui/Sw tches/changepollerloglevel. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/changepol | erl ogl evel’
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Net Pol | er Confi gurati onUpdate"}"'
"post": {
"tags": [
" Net Api "

I,
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ component s/ schemas/ Net Pol | er Confi gur ati onUpdat e"
}
b
"application/json": {
"schema": {
"$ref": "#/ component s/ schenmas/ Net Pol | er Confi gur ati onUpdat e"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Net Pol | er Confi gur ati onUpdat e"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ component s/ schemas/ Net Pol | er Confi gur ati onUpdat e"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/DeactivateNetpollers

/1 @@POST prine webui Switches DeactivateNetpollers

/1 Calls POST /prine/webui/Sw tches/DeactivateNetpollers. Use this to create data.

/1l Exanpl e:

/1 curl -X POST 'https://<host>/prine/webui/Sw tches/DeactivateNetpollers'
/1 -H '"Aut horization: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

\

\
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/1

POST /prime/webui/Switches/DeleteMacPrefixPolicy

-d " {}Y
"post": {
"tags": [
" Net Api "
1.
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
}

ul l abl e": true

ul l abl e": true

ul l abl e": true

ul l abl e": true

H
"responses": {
"200": {
"description": "Success"
}
}
}

@POST prinme webui Switches Del et eMacPrefi xPolicy

Call's POST /prinme/webui/ Sw tches/ Del et eMacPrefi xPolicy. Use this to create data.

Exanpl e

curl -X PGST 'https://<host>/prime/webui/Swi tches/ Del et eMacPrefi xPolicy

-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d " {}

"post": {

\

133



"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conmponents/schemas/ MacPrefi xPol i cyVi ew'
}

"nul | abl e": true
}

H
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conmponents/schemas/ MacPrefi xPol i cyVi ew'
}

"nul | abl e": true
}
}

"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conmponents/schemas/ MacPrefi xPol i cyVi ew'
}

"nul | abl e": true
}

H
"application/*+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conmponents/schemas/ MacPrefi xPol i cyVi ew'
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/DeleteNetworkPolicy

/| @A@PCST prine webui Switches Del et eNet wor kPol i cy
/1 Calls POST /prine/webui/Sw tches/Del et eNetworkPolicy. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/Del et eNet wor kPol i cy' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Net wor kPol i cyVi ew'}"
"post": {
"tags": [
" Net Api "
I,
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"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Net wor kPol i cyVi ew
}
H
"application/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Net wor kPol i cyVi ew'
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Net wor kPol i cyVi ew'
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Net wor kPol i cyVi ew'
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/exportalarmedcsv

/1 @@OST prine webui Switches exportal armedcsv

/1 Calls PGST /prine/webui/Swi tches/exportal arnedcsv. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/exportal ar medcsv'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

"

pplication/json": {
"schema": {
"type": "object",
"nul l abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"nul | abl e": true

}

\
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},

"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/ExportAlarmedPDF/exportpdf

/1 @@OST prine webui

/1 Calls PGST /prine/webui/Swi tches/ExportAl ar nedPDF/ export pdf .

/1 Exanpl e:
/1 curl
/1 -H ' Aut hori zati on:
/1 -H ' Cont ent - Type:
/1 -d ' {}
"post": {
"tags": |
" Net Api "
]

"

equest Body":
"content": {

Swi t ches Export Al ar nedPDF export pdf

Bearer <token>' \
application/json' \

{

"application/json -patch+json": {

"schema": {
"type": "object",
"nul l abl e": true
}
3
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
I
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
I
"application/*+j son": {
"schema": {
"type": "object",
"nul l abl e": true
}
}
}
3
"responses": {
"200": {
"description": "Success"
}
}

}

Use this to create data.

-X POST ' https://<host>/prinme/ webui/Swi tches/ Export Al ar nedPDF/ export pdf' \
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POST /prime/webui/Switches/exportportscsv

/1
/1

@FOST prime webui

Call's POST /prime/ webui/ Sw tches/ export portscsv.

Exanpl e:

Swi t ches export portscsv

Use this to create data.

curl -X PCST 'https://<host>/prinme/webui/Sw tches/exportportscsv' \

-H ' Aut hori zation
-H ' Content - Type:
-d "{}
"post": {

"tags": |

"Net Api "

1.

"request Body":
"content": {

. Bearer <token>' \
application/json' \

{

"application/json -patch+json": {

"schema"
"type"
"nul |l a

}

}

"

"schema"
"type"

Y
: "object",
ble": true

pplication/json": {

c o

: "object",

"nul | abl e": true

}
}

"

"schema"
"type"

ext/json": {

c o

: "object",

"nul | abl e": true

}
}

"

pplication/*+json": {

"schema": {
"type": "object",
"nul | abl e": true

}
}
}
b

"responses": {
"200": {

"description": "Success"

}
}
}

POST /prime/webui/Switches/exportportspdf/exportpdf

/1
/1
/1
/1
/1
/1
/1

@@POST prinme webui Switches exportportspdf export pdf

Call's POST /prine/ webui/Swi tches/export portspdf/export pdf.

Exanpl e:

curl -X PCST 'https://<host>/prime/webui/Swi tches/ export portspdf/export pdf’

-H " Aut hori zati on:

-H ' Cont ent - Type:

-d " {}

"post": {
"tags": [

Bearer <token>' \
application/json' \

Use this to create data.

\
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" Net Api "

I,
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/exportzeromaccsv

/1 @@OST prine webui Switches exportzeronmaccsv
/1 Calls PGST /prine/webui/Swi tches/exportzeromaccsv. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/exportzeromaccsv' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul l abl e": true
}
}

"

pplication/json": {
"schema": {
"type": "object",
"nul | abl e": true

}
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}
"text/json": {
"schema": {
"type": "object"
"nul | abl e": true

}
H
"application/*+json": {
"schema": {
"type": "object"
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/fetchinfrastracturesdebuglogs

/1 @@OST prine webui Switches fetchlnfrastracturesdebugl ogs
/1 Calls POST /prine/webui/Swi tches/fetchlnfrastracturesdebugl ogs. Use this to create data

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/Sw tches/fetchlnfrastracturesdebugl ogs' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Fet chSessi onLogsRequest"
3
"nul | abl e": true
}
I
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Fet chSessi onLogsRequest"
3
"nul l abl e": true
}
I
"text/json": {
"schema": {
"type": "array",
"itens":
"$ref": "#/ conponents/schemas/ Fet chSessi onLogsRequest"
}

ul | abl e": true

"
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H
"application/*+ son": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ components/schemas/ Fet chSessi onLogsRequest "
}

"

}
}
}

ul l abl e": true

H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/fetchnetpollersdebuglogs

/1 @@POST prine webui Switches fetchnetpoll ersdebugl ogs
/1 Calls PGST /prine/webui/Switches/fetchnetpollersdebuglogs. Use this to create data

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/fetchnetpollersdebugl ogs' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string"
}
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "array",
"items": {

"

"type": "string
}

"

ul | abl e": true

}
}

"

pplication/*+json": {
"schema": {
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"type": "array",
"items": {
"type": "string"

H
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/MacPrefixPolicies

/1 @@OST prine webui Switches MacPrefixPolicies

/1 Calls POST /prine/webui/Sw tches/ MacPrefixPolicies. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/ MacPrefixPolicies'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ MacPrefi xPol i cyVi ew'}’
"post": {
"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponent s/ schenas/ MacPrefi xPol i cyVi ew'

}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ MacPrefi xPolicyVi ew'
}
H
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schenas/ MacPrefi xPol i cyVi ew'
}
}

"

pplication/*+json": {
"schema": {
"$ref": "#/ conponent s/ schenas/ MacPrefi xPol i cyVi ew'
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

\
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POST /prime/webui/Switches/NetworkPolicies

/1 @A@PCST prinme webui Swi tches NetworkPolicies

/1 Calls POST /prine/webui/Sw tches/ NetworkPolicies. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/ NetworkPolicies' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Net wor kPol i cyVi ew'}"
"post": {
"tags": [
" Net Api "

1.
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ component s/ schemas/ Net wor kPol i cyVi ew'
}
b
"application/json": {
"schema": {
"$ref": "#/ component s/ schenmas/ Net wor kPol i cyVi ew'

}
b
"text/json": {
"schema": {
"$ref": "#/ conmponent s/ schemas/ Net wor kPol i cyVi ew'
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Net wor kPol i cyVi ew'
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/TestMerakiConnection

/1 @@POST prinme webui Switches Test Meraki Connecti on

/1 Calls POST /prine/webui/Sw tches/ Test Meraki Connection. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/Sw tches/ Test Meraki Connection' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
" Net Api "

I
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
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"type": "object",

"additional Properties": {
"type": "string"

}

"

}
}
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

}

ul l abl e": true

ul l abl e": true

}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

}
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"
}
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/updatelnfrastructurescanpolicy

/1 @@POST prine webui Switches updatel nfrastructurescanpolicy
/1 Calls PGST /prine/webui/Swi tches/updatelnfrastructurescanpolicy. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/updatel nfrastructurescanpolicy' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponents/schemas/ | nfrastructurePol | i ngG oup"}'
"post": {
"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nfrastructurePollingG oup”
}
}s
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"application/json": {

"schema": {
"$ref": "#/ conponents/schemas/ | nfrastructurePol | i ngG oup"”
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nfrastructurePol|lingG oup”
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nfrastructurePol | i ngG oup"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/UpdatelnfrastructuresDomain

/1 @@POST prinme webui Swi tches Updatel nfrastructuresDonai n
/1 Calls POST /prine/webui/Sw tches/Updatel nfrastructuresDomain. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/ Updat el nfrastructuresDomain' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Updat eDomai nQuer yVi ewResour ce"}'
"post": {
"tags": [
" Net Api "

]

"

equest Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponent s/ schemas/ Updat eDomai nQuer yVi ewResour ce"
}
}
"application/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Updat eDonmai nQuer yVi ewResour ce"
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Updat eDonmai nQuer yVi ewResour ce"

}
}s
"application/*+json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Updat eDomai nQuer yVi ewResour ce"
}
}
}
I
"responses": {
"200": {
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"description": "Success"
}
}
}

POST /prime/webui/Switches/UpdateNetpoller

/1 @@PCST prine webui Sw tches Updat eNet pol | er
/1 Calls POST /prine/webui/Sw tches/UpdateNetpoller. Use this to create data

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/Updat eNetpoller' \
I -H " Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
" Net Api "
]

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}

ul l abl e": true

ul l abl e": true

}

"

ext/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
}

ul l abl e": true

ul l abl e": true

}
"responses": {
"200": {
"description": "Success"
}
}
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POST /prime/webui/Switches/UpdateNetpollersDomain

/1 @A@PCST prinme webui Swi tches Updat eNet pol | er sDomai n
/1 Calls POST /prine/webui/Sw tches/ Updat eNet pol | ersDomain. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/Updat eNet pol | ersDomai n' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {"$ref":"#/ conponent s/ schemas/ Updat eDomai nQuer yVi ewResour ce"}'
"post": {
"tags": [
" Net Api "

I,
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Updat eDonmai nQuer yVi ewResour ce"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Updat eDonmai nQuer yVi ewResour ce"

}
b
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Updat eDomai nQuer yVi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Updat eDomai nQuer yVi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/UpdatePollingGroup

/1 @3@POST prinme webui Switches UpdatePol | i ngG oup
/1 Calls POST /prine/webui/Sw tches/UpdatePol | i ngGoup. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/Sw tches/UpdatePol | i ngG oup' \
/1 -H "Authorization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ ScanPol i cyVi ewResour ce"}"
"post": {
"tags": [
" Net Api "

]

"

equest Body": {
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"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ ScanPol i cyVi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ ScanPol i cyVi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ ScanPol i cyVi ewResour ce"
}
H
"application/*+ son": {
"schema": {
"$ref": "#/ conponents/schemas/ ScanPol i cyVi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/UpdateScanPolicy

/1 @@POST prine webui Swi tches Updat eScanPol i cy
/1 Calls POST /prine/webui/Sw tches/Updat eScanPolicy. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/Updat eScanPolicy' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Swi t chPol | i ngGr oup"}"
"post": {
"tags": [
" Net Api "

]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Swi t chPol | i ngG oup”

}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ SwitchPol | i ngG oup”
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ SwitchPol | i ngG oup”
}
b
"application/*+json": {
"schema": {

"$ref": "#/ conmponents/schemas/ Swi t chPol | i ngG oup”

147



}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/UpdateSwitchConnection

/1 @A@PCST prinme webui Swi tches Updat eSwi t chConnecti on

/1 Calls POST /prine/webui/Sw tches/ Updat eSwi t chConnecti on.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/ Updat eSwi t chConnecti on'
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Swi t chConnecti onVi ewResource"}"'
"post": {
"tags": [
" Net Api "

I,
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Swi t chConnecti onVi ewResour ce"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Swit chConnecti onVi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Swit chConnecti onVi ewResour ce"
}
}
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Swi t chConnecti onVi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/UploadFile

/1 @@POST prinme webui Swi tches Upl oadFile
/1l Calls POST /prine/webui/Sw tches/ Upl oadFil e.
/1l Exanpl e:

Use this to create data.

Use this to create data.

\
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/1 curl -X POST 'https://<host>/prime/ webui/Sw tches/Upl oadFile' \

/1 -H "Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}
"post": {
"tags": [
" Net Api "
]

"request Body": {
"content": {
"mul tipart/form-data": {
"schema": {
"type": "object",
"properties": {

"file": {
"type": "string",
"format": "binary",

"nul | abl e": true
}
}
b
"encodi ng": {
"file": {
"style": "fornt
}

}
}

}

b

"responses": {
"200": {

"description": "Success"

}

}

}

POST /prime/webui/Switches/wlcconnection

/1 @3@POST prinme webui Swi tches wl cconnection
/1 Calls POST /prine/webui/Sw tches/w cconnection. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/w cconnection' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ W fi RsW cConnect i onPost Request "}’
"post": {
"tags": [
" Net Api "
]

"

equest Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ W fi RsW cConnecti onPost Request "
}
H
"application/json": {
"schema": {
"$ref": "#/ component s/ schemas/ W fi RsW cConnect i onPost Request "
}
}

"text/json": {
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"schema": {

"$ref": "#/ conponents/schemas/ W fi RsW cConnect i onPost Request
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Wfi RsW cConnecti onPost Request "
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

h

POST /prime/webui/Switches/removeitems

/1 @@POST Renove infrastructure itens
/!l Renobve infrastructure itens. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/Sw tches/renpveitens'
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"Net Api "
1,
"summary": "Renove infrastructure itens",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string"
}
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "array",
"items": {

"type": "string"
}

"

}

ul | abl e": true

}

"

pplication/*+json": {
"schema": {

\
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"type": "array",
"items": {
"type": "string"

H
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/DontAlarmOnPort

/1 @@POST renoves the port conpletely frommonitoring by the system (added tag and the port is greyed ol
/1 renmpbves the port conpletely fromnonitoring by the system (added tag
and the port is greyed out).. user sets it with a timeout (1 hour -> forever) - even in this state

port data e.g. FP is still saved. Use this to create data.
/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/Dont Al armOnPort"' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Audi t Pr oof Port Vi ew'}"
"post": {
"tags": [
" Net Api "

I

"sumary": "renoves the port conpletely fromnonitoring by the system (added tag
and the port is greyed out).. user sets it with a timeout (1 hour -> forever) - even in this state
port data e.g. FP is still saved.",

"request Body": {
"description":
"content": {

"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Audit Proof Port Vi ew'

nn

}
b
"application/json": {
"schema": {
"$ref": "#/ conmponent s/ schemas/ Audi t Pr oof Port Vi ew'
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Audit Proof Port Vi ew'
}
I
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ Audit Proof Port Vi ew'
}
}
}
}
"responses": {
"200": {
"description": "Success"

}
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POST /prime/webui/Switches/DontAlarmOnSwitch

/1 @@POST renoves the switch conpletely fromnonitoring by the system (added tag and the ports are greye
/1 renpves the switch conpletely fromnonitoring by the system (added tag
and the ports are greyed out).. user sets it with a timeout (1 hour -> forever) - even in this

state port data e.g. FP is still saved. Use this to create data.
/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/Dont Al ar mOnSwi tch' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
" Net Api "

I,

"summary": "renoves the switch conpletely fromnonitoring by the system (added tag
and the ports are greyed out).. user sets it with a timeout (1 hour -> forever) - even in this
state port data e.g. FP is still saved.",

"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {

"$ref": "#/ conponents/schemas/ Audi t Proof Port Vi ew'
3
"description": "",
"nul l abl e": true

}
3
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenmas/ Audit Proof Port Vi ew'
}

"

escription": "",
"nul | abl e": true

}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Audi t Proof Port Vi ew'
H
"description": "",
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Audi t Proof Port Vi ew'
b
"description": "",
"nul l abl e": true
}
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}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/Switches/RemoveAlarmPort

/1 @POST The al arned port is acknow edged by admin and the al armed state renoved (added tag and red

/1 The alarmed port is acknow edged by admin and the alarned state
renoved (added tag and red alarmicon is renoved). This acknow edgnent will renain on
the port as long as the sane MAC is attached to the port. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/ RenoveAl arnPort' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Zer oi zePor t Vi ewResour ce"}'
"post": {
"tags": [
" Net Api "
I,
"summary": "The alarned port is acknow edged by adm n and the alarned state

renoved (added tag and red alarmicon is renoved). This acknow edgnent will renain on
the port as long as the sane MAC is attached to the port.",
"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Zer oi zePor t Vi ewResour ce"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schenmms/ Zer oi zePort Vi ewResour ce"
}
I
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ Zer oi zePor t Vi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}
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POST /prime/webui/Switches/AcceptAlarmPort

/| @A@PCST The al arned port is acknow edged by admin but the alarned state remains (added tag and yel |l ow
/1 The alarnmed port is acknow edged by adm n but the alarned state

renmai ns (added tag and yellow icon). This acknow edgnent will remain on the port as |ong

as the same MAC is attached to the port. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/Sw tches/Accept Al arnPort' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Acknow edgePort Vi enResource"}'
"post": {
"tags": [
" Net Api "

I

"summary": "The al arnmed port is acknow edged by admin but the alarned state
renmai ns (added tag and yellow icon). This acknow edgnent will remain on the port as |ong

as the same MAC is attached to the port.",
"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Acknow edgePort Vi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

POST /prime/webui/Switches/RemoveAlarmSwitch

/1 @@POST The al arned switch is acknow edged by admn and the alarned state renoved (added tag and red ¢
/1 The alarmed switch is acknow edged by admin and the alarned state

renoved (added tag and red alarmicon is renoved). This acknowl edgnent will renain on

the switch for as long as the same MAC is attached to the port. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/Sw tches/ RenoveAl arnBwi tch' \
I -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

11 -d " {}'
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"post": {
"tags": |
" Net Api "
I
"summary": "The alarmed switch is acknow edged by admn and the al arned state
renoved (added tag and red alarmicon is renoved). This acknow edgnent will renmin on
the switch for as long as the sane MAC is attached to the port.",
"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"itens": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
H

nn

"description": ,
"nul | abl e": true

}
b
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
b
"description": "",
"nul | abl e": true
}
H
"text/json": {
"schema": {
"type": "array",
"itens":
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
}’ . .
"description": "",
"nul | abl e": true
}
H
"application/*+ son": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Zer oi zePort Vi ewResour ce"
H
"description": "",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/Switches/AcceptAlarmSwitch

/| @A@PCST The alarned switch is acknow edged by adm n but the alarmed state remains (added tag and yellc
/1 The alarnmed switch is acknow edged by admi n but the alarned state
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remai ns (added tag and yellow icon). This acknow edgnent will remain on the switch as
long as the same MAC is attached to the port. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/Sw tches/Accept Al arnBwi tch' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
" Net Api "
1.
"summary": "The alarmed switch is acknow edged by admin but the alarned state

remai ns (added tag and yellow icon). This acknow edgnent will remain on the switch as
long as the same MAC is attached to the port.",
"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schemas/ Acknow edgePort Vi ewResour ce"
b

nn
’

"description":
"nul | abl e": true

}
3
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conmponents/schemas/ Acknow edgePort Vi enResour ce"
}

"

escription": "",
"nul | abl e": true

}
H
"text/json": {
"schema": {
"type": "array",
"itens": {
"$ref": "#/ components/schemas/ Acknow edgePort Vi ewResour ce"
H

nn

"description":
"nul | abl e": true

}
b
"application/*+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schemas/ Acknow edgePort Vi ewResour ce"
b
"description": ""
"nul | able": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}
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PUT /prime/webui/Switches/wlcconnection

/1 @PUT prime webui Switches w cconnection
/1 Calls PUT /prine/webui/Sw tches/w cconnection. Use this to update data.

/1 Exanpl e:
/1 curl -X PUT 'https://<host>/prime/webui/Sw tches/w cconnection' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponents/schemas/ W fi RsW cConnect i onUpdat eRequest"}'
"put": {
"tags": [
" Net Api "

]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ component s/ schenas/ W fi RsW cConnect i onUpdat eRequest "

}
b
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ W fi RsW cConnecti onUpdat eRequest "
}
H
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ W fi RsSW cConnect i onUpdat eRequest "
}
}

"application/*+json": {
"schema": {
"$ref": "#/ component s/ schenmas/ W fi RsW cConnect i onUpdat eRequest "
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

NetsApiAnalysis

GET /prime/webui/analyst/mac/{macAddress}

/1l @ABET Get anal ysis data
/1l Get analysis data. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/anal yst/ mac/{nmacAddress}' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |

" Net sApi Anal ysi s"
1.
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"summary": "Get anal ysis data",
"paraneters": [

{
"name": "nmacAddress",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

Notification

GET /prime/webui/systemNotification/notifications

/1l @ABET Get notifications
/1l Get notifications. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/systemNotification/notifications' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Notification"
I
"summary": "Get notifications",
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi enResour ce"
}
}
H
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi enResour ce"
}
}
b
"text/json": {
"schema": {
"type": "array",
"itens":
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi ewResour ce"
}
}
}
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GET /prime/webui/systemNotification

/1l @ABET Get nunber of notifications
/1 Get nunber of notifications. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/systemNotification" \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Notification"
I
"summary": "Get nunber of notifications",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ NotificationsVi ewResource"
}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ NotificationsVi ewResource"
}
b
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ NotificationsVi ewResource"
}
}
}
}
}

GET /prime/webui/systemNotification/riskNotifications

/] @AET Get risk notifications
/1 Get risk notifications. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/systemNotification/riskNotifications'
11 -H "Aut horization: Bearer <token>'
"get": {
"tags": [
"Notification"
I,
"summary": "Get risk notifications",
"paraneters": [
{
"name": "riskNotificationViewQery",
"in": "query",
"schema": {

"type": "object",
"addi tional Properties": {

\
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"type": "string"

I
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/Ri skNotifications"
}
}
b
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Ri skNotifications"
}
}
I
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/Ri skNotifications"
}
}
}
}
}
}

GET /prime/webui/systemNotification/systemHealth

/1l @ABET Get system health
/1l Get systemhealth. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/systemNotification/systentHealth' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
"Notification"
1.
"summary": "Get system health",
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {

"schema": {
"$ref": "#/ conmponents/schemas/ Oper ati onal St at usVi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Qperational St atusVi ewResour ce"
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}

H
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Qperational St atusVi ewResour ce"
}
}

POST /prime/webui/systemNotification/riskNotifications/accept -risk

/1 @@POST Accept risk
/1 Accept risk. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/systenNotification/riskNotifications/accept
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
"Notification"
I,
"summary": "Accept risk",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {

"type": "array",

"items": {
"$ref": "#/ conponents/schenmas/ Ri skNotifications"

}

"

}

ul | abl e": true

}

"

pplication/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenmas/ Ri skNotifications"
}

"

}

ul | abl e": true

}

"

ext/json": {
"schema": {
"type": "array",
"itens":
"$ref": "#/ conponents/schenmas/ Ri skNotifications"
}

"

}

ul | abl e": true

}

"

pplication/*+json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenmas/ Ri skNotifications"

}

"

ul | abl e": true

-risk’
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}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/systemNotification/riskNotifications/dismiss -all

/1 @3@POST Disnmiss Al risk notifications
/1 Dismiss Al risk notifications. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/systenNotification/riskNotifications/dismss -all' \
/1 -H "Aut hori zation: Bearer <token>'
"post": {
"tags": [
"Notification"
I,
"summary": "Dismiss Al risk notifications",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "bool ean"
}
b
"application/json": {
"schema": {
"type": "bool ean"
}
},
"text/json": {
"schema": {
"type": "bool ean"
}
}
}
}
}

POST /prime/webui/systemNotification/riskNotifications/dismiss

/!l @3POST Disnmiss risk notifications
/! Dismss risk notifications. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/systenNotification/riskNotifications/dismss' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Ri skNoti fi cations"}'
"post": {
"tags": [
"Notification"
1,
"summary": "Dismss risk notifications",
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"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Ri skNotifications"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Ri skNotifications"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Ri skNotifications"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Ri skNotifications"
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "bool ean"
}
b
"application/json": {
"schema": {
"type": "bool ean"
}
},
"text/json": {
"schema": ({
"type": "bool ean"
}
}
}
}
}

POST /prime/webui/systemNotification/systemHealth/dismiss

/1 @@POST Dismiss systemhealth
/1 Dismss systemhealth. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/systenNotification/systenteal th/dismss' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
"Notification"
I,
"sumary": "Dismss system heal th",

"request Body": {

163



"content": {
"application/json -patch+json": {

"schema": {
"type": "integer",
"format": "int32"
}
H
"application/json": {
"schema": {
"type": "integer",
"format": "int32"
}
H
"text/json": {
"schema": {
"type": "integer",
"format": "int32"
}
H
"application/*+json": {
"schema": {
"type": "integer",
"format": "int32"
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "bool ean"
}
b
"application/json": {
"schema": {
"type": "bool ean"
}
I
"text/json": {
"schema": {
"type": "bool ean"
}
}
}
}
}

POST /prime/webui/systemNotification/systemHealth/dismiss -all

/1 @3@POST Dismiss systemhealth
/1 Dismss systemhealth. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/systenNotification/systentealth/dismss -all' \
/1 -H " Aut hori zati on: Bearer <token>
"post": {
"tags": |
"Notification"
I,
"sumuary": "Dismss system heal th",
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"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"type": "bool ean"
}
b
"application/json": {
"schema": {
"type": "bool ean"
}
I
"text/json": {
"schema": {
"type": "bool ean"
}
}

POST /prime/webui/systemNotification/riskNotifications/pin

/!l @3@CST Pin risk notifications
/!l Pinrisk notifications. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/systenNotification/riskNotifications/pin \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Noti fi cati onActi onVi ewResour ce"}"'
"post": {
"tags": [
"Notification"
1,
"summary": "Pin risk notifications",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ NotificationActionVi ewResource"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ NotificationActionVi ewResource"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ NotificationActionVi ewResource"
}
I
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ NotificationActionVi ewResource"

}
}
}
b

"responses": {
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"200": {

"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "bool ean"
}
I
"application/json": {
"schema": {
"type": "bool ean"
}
H
"text/json": {
"schema": {
"type": "bool ean"
}

POST /prime/webui/systemNotification/systemHealth/pin

/1 @3@POST Pin system health

/1 Pin systemhealth. Use this to create data.

/1 curl -X POST 'https://<host>/prinme/webui/systenNotification/systenHealth/pin'

/1 Exanpl e:
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Notification"
I,
"summary": "Pin system health",

"request Body":
"content": {

"application/json -patch+json":

{

"schema": {
"type": "integer",
"format": "int32"
}
b
"application/json": {
"schema": {
"type": "integer",
"format": "int32"
}
b
"text/json": {
"schema": {
"type": "integer",
"format": "int32"
}
b
"application/*+json": {
"schema": {
"type": "integer",
"format": "int32"

}
}

{

\
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}
b

"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"type": "bool ean"
}
I
"application/json": {
"schema": {
"type": "bool ean"
}
H
"text/json": {
"schema": {
"type": "bool ean"
}

POST /prime/webui/systemNotification/riskNotifications/read

/1 @3@POST Read risk notification

/1 Read risk notification. Use this to create data.

/1 curl -X POST 'https://<host>/prime/ webui/systenNotification/riskNotifications/read'

/1 Exanpl e:
I -H " Aut hori zati on: Bearer <token>'
"post": {
"tags": [
"Notification"
1,
"summary": "Read risk notification",
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {

"schema": {
"type": "bool ean"
}
1,
"application/json": {
"schema": {
"type": "bool ean"
}
I
"text/json": {
"schema": {
"type": "bool ean"
}
}
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POST /prime/webui/systemNotification/systemHealth/read

/1
/1
/1
/1
/1

POST /prime/webui/systemNotification/riskNotifications/remove -risk

@APOST Read system heal th

Read system health. Use this to create data.

Exanpl e:

curl -X POST 'https://<host>/prime/webui/systenmNotification/systenHealth/read'

-H "Aut horization: Bearer <token>'

"post": {
"tags": [
"Notification"
I,
"summary": "Read system heal th",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "bool ean"
}
},
"application/json": {
"schema": {
"type": "bool ean"
}
}s
"text/json": {
"schema": {
"type": "bool ean"
}
}
}
}
}

@PCST Renpve ri sk
Renove risk. Use this to create data.
Exanpl e:

curl -X PCST 'https://<host>/prime/webui/systemNotification/riskNotifications/renmove -ri sk’

-H " Aut horization: Bearer <token>' \
-H ' Content-Type: application/json' \
-d "{}

"post": {
"tags": |
"Notification"
1.
"summary": "Renove risk",

"request Body": {
"content": {
"application/json -patch+json": {

"$ref": "#/ conponents/schemas/ Ri skNotifications"

"schema": {
"type": "array",
"items": {

}

"

ul l abl e": true

\



"application/json": {
"schema": {
"type": "array",
"itenms": {
"$ref": "#/ conponents/schenmas/ Ri skNotifications"
}

"

}

ul | abl e": true

}

"

ext/json": {
"schema": {
"type": "array",
"itens":
"$ref": "#/ conponents/schenmas/ Ri skNotifications"
}

"

}

ul | abl e": true

}

"

pplication/*+json": {

"schema": {
"type": "array",
"items": {

"$ref": "#/ conponents/schenmas/ Ri skNotifications"

}

}

}

}
b
"responses": {
"200": {
"description": "Success"

}

ul | abl e": true

}
}
POST /prime/webui/systemNotification/notifications/update

/1 @POST Update notifications
/1 Update notifications. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/systenNotification/notifications/update'
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Noti fi cati onG oupDat aVi ewResource"}'
"post": {
"tags": [
"Notification"
1,
"summary": "Update notifications",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi enResource"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi ewResour ce"
}
H

"text/json": {

\
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"schema": {

"$ref": "#/ conponents/schemas/ NotificationG oupDataVi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi enResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi ewResour ce"
}
}
H
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi enResour ce"
}
}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ NotificationG oupDataVi enResource"
}
}
}
}
}
}

Peripherals

GET /prime/webui/peripherals

/'l @ABET Get Agents Peripherals
/1 Get Agents Peripherals. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/peripherals' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
"Peri pheral s"
I,
"summary": "Get Agents Peripheral s",
"paraneters": [
{

"

nane": "Device",
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"inn

"query",

"schema": {
"type": "string",

"nul

" "

inpe

nanme" :

| abl e": true

" Host Uui d",
"query”

"schema": {
"type": "string",

"nul

"name":

i

| able": true

"Host I dentifier",
" query",

"schema": {
"type": "string",

" nul

"name":

"inn

| able": true

"vid",
"query",

"schema": {
"type": "string",

"nul

" "

inpe

nanme" :

| abl e": true

"Ppid",
"query”,

"schema": {
"type": "string",

"nul

"name":

i

| able": true

"Vendor",
" query",

"schema": {
"type": "string",

" nul

"name":

"inn

| able": true

"Product | nfo",
"query",

"schema": {
"type": "string",

"nul

" "

inpe

nanme" :

| abl e": true

"Manuf acturer",
" query",

"schema": {
"type": "string",

"nul

"name":

i

| able": true

"Seri al Nunber ",
" query",

"schema": {
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"type": "string",

" nul

"name" :

"inn

| able": true

"@UJl Serial",
"query",

"schema": {
"type": "string",

"nul

" "

inpe

nanme" :

| abl e": true

"Devl con",
"query",

"schema": {
"type": "string",

"nul

"nanme":

i

| able": true

"Vul nerabi lity",
" query",

"schema": {
"type": "string",

" nul

"name":

"inn

| able": true

"Severity",
"query",

"schema": {
"type": "integer",

"for
" nul

"name":

"inn

mat": "int32",
| able": true

"Hasht ags",
"query",

"schema": {
"type": "string",

"nul

" "

inpe

nanme" :

| abl e": true

"I sUnappr ovedPeri pheral ",
"query",

"schema": {
"type": "bool ean",

"nul

"name":

i

| able": true

"I sVul ner abl ePeri pheral ",
" query",

"schema": {
"type": "bool ean",

" nul

"name" :

"inn

| able": true

"1 sknownAt t ackTool ",
"query",

"schema": {
"type": "bool ean",

172



"nul | abl e": true

}
b
{
"name": "Fl appingStartTi me",
"in": "query",
"schema": {
"type": "string",
"format": "date -tine",
"nul | abl e": true
}
b
{
"name": "SortBy",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
H
{
"nanme": "PageSi ze",
"in": "query",
"schema": {
"type": "integer",
“format": "int32"
}
H
{
"name": "PageNunber",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"
}
b
{
"nanme": "d obal Search",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Peri pheral Vi ewDat aW apper"
}
b
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Peri pheral Vi ewDat aW apper"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Peri pheral Vi enDat aW apper"
}
}
}
}
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GET /prime/webui/peripherals/{uuid}

/'l @ABET Get the peripherals of agent
/1l Get the peripherals of agent. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/peripheral s/{uuid}'
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |

"Peripheral s"
I,
"summary": "Get the peripherals of agent",
"paraneters": [

{

" "

name": "uuid",

"in": "path",

"description": "Agent |ID',
"required": true,

"schema": {

"type": "string",
"description": "Agent |D',
"nul | abl e": true

}

I

{ .
"nanme": "Device",
"in": "query",

"schema": {
"type": "string",
"nul | abl e": true

}

1

{
"nane": "Host Uuid",
"in": "query",

"schema": {
"type": "string",
"nul | abl e": true

}

"

name": "Hostldentifier",
"in": "query",

"schema": {

"type": "string",

"nul | abl e": true

}

}s

{
"name": "Vid",
"in": "query",

"schema": {
"type": "string",
"nul | abl e": true

}

1

{
"name": "Pid",
"in": "query",

"schema": {

\
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"type": "string",
“nul | abl e": true
}
1
{
"nane": "Vendor",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

" "

nane": "Productlnfo",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"nane": "Manufacturer",
"in": "query",
"schema": {
"type": "string",
“nul | abl e": true

"nane": "Serial Nunber",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"nanme": "QJ Serial",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true

"nanme": "Devlcon",
"in": "query",
"schema": {
"type": "string",
“nul | abl e": true

"name": "WVul nerability",
"in": "query",
"schema": {

"type": "string",

"nul | abl e": true

" "

nane": "Severity",
"in": "query",
"schema": {

"type": "integer",
"format": "int32",
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"nul | abl e": true

"

nane": "Hashtags",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"name": "lsUnapprovedPeri pheral ",
"in": "query",
"schema": {

"type": "bool ean",

"nul | abl e": true

"name": "IsVul nerabl ePeripheral ",
"in": "query",
"schema": {

"type": "bool ean",

"nul | abl e": true

" "

nanme": "IlsKnownAttackTool ",
"in": "query",

"schema": {

"type": "bool ean",

"nul | abl e": true

"name": "FlappingStartTi me",

"in": "query",

"schema": {
"type": "string",
"format": "date -tine",
"nul | abl e": true

"name": "SortBy",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true

"name": "PageSize",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"

"

nanme": "PageNunber",
"in": "query",
"schema": {

"type": "integer",
"format": "int32"
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I
{
"nanme": "d obal Search",
"in": "query",
"schema": {
"type": "string",
"nul l abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Peri pheral Vi enwDat aW apper"

}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Peri pheral Vi ewDat aW apper"
}
}

ext/json": {
"schema": {
"$ref": "#/ components/schemas/ Peri pheral Vi ewDat aW apper"

POST /prime/webui/peripherals/command

/| @A@PCST Approve, Disapprove, Approve and Enabl e, Enable command
/1 Approve, Disapprove, Approve and Enabl e, Enable command. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/ webui/peripheral s/ conmand' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Peri pher al CoomandsVi ewResour ce"}"
"post": {
"tags": [

"Peri pheral s"
1.
"summary": "Approve, D sapprove, Approve and Enabl e, Enable comand",
"request Body": {
"description": "",
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Peri pheral CommandsVi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Peri pheral ComrandsVi ewResour ce"
}
H

"text/json": {
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"schema": {

"$ref": "#/ conponents/schemas/ Peri pheral ComrandsVi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Peri pheral CommandsVi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/peripherals/deleteCommands

/1 @@POST Del ete peripheral s commands
/1 Delete peripherals commands. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/peripheral s/del et eComrands' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"Peri pheral s"
I,
"summary": "Del ete peripherals comands",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenas/ Peri pheral | dDat a"
3
"nul | abl e": true
}
I
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenmas/ Peri pheral | dDat a"
3
"nul | abl e": true
}
I
"text/json": {
"schema": {
"type": "array",
"itens":
"$ref": "#/ conponents/schenas/ Peri pheral | dDat a"
}

ul | abl e": true

"

}
}

"

pplication/*+json": {
"schema": {
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"type": "array",

"items": {
"$ref": "#/ components/schemas/ Peri pheral | dDat a"
H
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

PolicyEngine

DELETE /prime/webui/policyEngine/policy

/| @ADELETE prinme webui policyEngine policy
/1 Calls DELETE /prinme/webui/policyEngine/policy. Use this to del ete data.

/1 Exanpl e:
/1 curl -X DELETE 'https://<host>/prine/webui/policyEngine/policy' \
I -H " Aut hori zati on: Bearer <token>'
"delete": {
"tags": [
"Pol i cyEngi ne"
I
"paraneters": [
{
"nane": "id",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

b

DELETE /prime/webui/policyEngine/ruleset

/| @ADELETE prinme webui policyEngine rul eset
/1 Calls DELETE /prinme/webui/policyEngine/ruleset. Use this to delete data.

/1 Exanpl e:
/1 curl -X DELETE 'https://<host>/prinme/webui/policyEngine/ruleset' \
I -H " Aut hori zati on: Bearer <token>'
"delete": {
"tags": [

"Pol i cyEngi ne"
I,

"paraneters": [
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{

“name”: "id",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
b

GET /prime/webui/policyEngine/policy

/1 @ET prime webui policyEngine policy
/1 Calls GET /prine/webui/policyEngine/policy. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/policyEngine/policy' \
11 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [
"Pol i cyEngi ne"
I,
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Pol i cyDt oTabl eW apper”
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Pol i cyDt oTabl eW apper"
}
H
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Pol i cyDt oTabl eW apper”
}
}
}
}
}

GET /prime/webui/policyEngine/ruleset

/1 @ABET prime webui policyEngine rul eset

/1 Calls GET /prine/webui/policyEngine/ruleset. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/policyEngine/rul eset' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
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"Pol i cyEngi ne"

I,
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Rul eset Dt oTabl eW apper”
}
I
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Rul eset Dt oTabl eW apper "
}
H
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Rul eset Dt oTabl eW apper"
}
}
}
}
}

POST /prime/webui/policyEngine/policy

/1 @A@PCST prine webui policyEngine policy
/1 Calls POST /prine/webui/policyEngine/policy. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/policyEngi ne/policy' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponents/schemas/ PolicyDto"}'
"post": {
"tags": [
" Pol i cyEngi ne"
I,
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Pol i cyDt 0"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ PolicyDto"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Pol i cyDto"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Pol i cyDto"
}
}
}
b
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"responses": {
"200": {
"description": "Success"
}
}
b

POST /primel/webui/policyEngine/ruleset

/1 @@OST prine webui policyEngine rul eset
/1 Calls PGST /prine/webui/policyEngine/ruleset. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/policyEngi ne/rul eset' \
/1 -H "Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d "{"$ref":"#/ conponent s/ schenas/ Rul eset Dt 0"}"
"post": {
"tags": |
"Pol i cyEngi ne"
I
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Rul eset Dt 0"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Rul eset Dt 0"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Rul eset Dt 0"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Rul eset Dt 0"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

b

PUT /prime/webui/policyEngine/policy

/1 @@PUT prime webui policyEngine policy

/1 Calls PUT /prinme/webui/policyEngine/policy. Use this to update data.
/1 Exanpl e:

/1 curl -X PUT 'https://<host>/prime/webui/policyEngi ne/policy' \

I -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

/1 -d "{"$ref":"#/ conponents/schemas/ Pol i cyDto"}'
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"put": {
"tags": |
"Pol i cyEngi ne"

I
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ PolicyDto"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Pol i cyDto"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Pol i cyDto"
}
H
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ PolicyDto"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

PUT /prime/webui/policyEngine/ruleset

/1 @@PUT prime webui policyEngine rul eset
/1 Calls PUT /prinme/webui/policyEngine/ruleset. Use this to update data.

/1 Exanpl e:
/1 curl -X PUT 'https://<host>/prime/webui/policyEngine/rul eset' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponents/schemas/ Rul eset Dt 0"}’
"put": {
"tags": [

"Pol i cyEngi ne"
1.
"request Body": {

"content": {

"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Rul eset Dt 0"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Rul eset Dt 0"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Rul eset Dt 0"

183



}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Rul eset Dt 0"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

ReportManagerApi

DELETE /prime/webui/reportManagerApi/trigger

/| @ADELETE Cancel trigger
/1 Cancel trigger. Use this to del ete data.

/1 Exanpl e:
/1 curl -X DELETE 'https://<host>/prinme/webui/reportManagerApi/trigger' \
I -H " Aut hori zati on: Bearer <token>'
"delete": {
"tags": [
"Repor t Manager Api "
I
"summary": "Cancel trigger",
"paraneters": [
{
"pame": "id",
"in": "query",
"schema": {
"type": "integer",
“format": "int32"
}
}
I,
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ St oredQueryVi ewResour ce"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ St or edQueryVi ewResour ce"
}
H
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ St oredQueryVi ewResour ce"
}
}
}
}
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DELETE /prime/webui/reportManagerApi/query

/| Q@AELETE Del ete query
/1 Delete query. Use this to delete data.

/1 Exanpl e:
/1 curl -X DELETE 'https://<host>/prime/webui/reportMnagerApi / query' \
/1 -H ' Aut horization: Bearer <token>'
"del ete": {
"tags": |

" Repor t Manager Api "
1.

"sumuary": "Del ete query",
"paraneters": [
{
"pame": "id",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"
}
}
I
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {

"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQueryVi ewResour ce"
}
}

DELETE /prime/webui/reportManagerApi/download

/1 @DELETE Get downl oad status \r\n[FronQuery]string? downl oadl d
/1 Get downl oad status \r\n[Fronfuery]string? downloadld. Use this to del ete data.

/1l Exanpl e:
/1 curl -X DELETE 'https://<host>/prime/webui/reportMnager Api / downl oad' \
/1 -H ' Aut horization: Bearer <token>'
"del ete": {
"tags": |

" Repor t Manager Api "
I
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"summary": "Get download status \r\n[FromQuery]string? downl oadld",
"paraneters": [

{
"nanme": "downl oadl d",
"in": "query",
"schema": {
"type": "integer",
“format": "int64"
}
}
1.
"responses": {
"200": {
"description": "Success"
}

}
}

GET /prime/webui/reportManagerApi/available -downloads

/1 @BET Get all downl oads \r\n[FromQuery]string? filter = null, [FromQuery] int page = 1,

/1 Get all downloads \r\n[FromQuery]string? filter = null, [FromQuery] int

page = 1, [FromQuery] int pageSize = 100, [FromQuery] string sortBy = \. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/reportManager Api / avai | abl e - downl oads' \
11 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [

" Repor t Manager Api "
I,

"summary": "Get all downloads \r\n[Fromuery]string? filter = null, [FronQuery]
page = 1, [FromQuery] int pageSize = 100, [FromQuery] string sortBy = \"id_desc\"",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Downl oadl t enVi ewResour ceTabl eW apper"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
b
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
}

GET /prime/webui/reportManagerApi/queries

/1 @ET Get all queries \r\n[Fromuery]string? filter = null, [FronQuery] int page = 1,

/1 Get all queries \r\n[FromQuery]string? filter = null, [Fromuery] int page =

int

[ FromQuery]
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1, [FromQuery] int pageSize = 100, [FronQuery] string sortBy = \. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/reportManager Api / queries' \
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

" Repor t Manager Api "
I,
"summary": "Get all queries \r\n[FromQuery]string? filter = null, [FromQuery] int page =
1, [FromQuery] int pageSize = 100, [FronQuery] string sortBy = \"id_desc\"",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ceTabl eW apper "
}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ | nput St or edQuer yVi ewResour ceTabl eW apper"
}
}

ext/json": {
"schema": {
"$ref": "#/ components/schemas/ | nput St oredQuer yVi ewResour ceTabl eW apper”

GET /prime/webui/reportManagerApi/download/status

/1 @ET Get downl oad status \r\n[Fromuery]string? downl oadl d
/1 Get downl oad status \r\n[Fronuery]string? downl oadld. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/reportManager Api / downl oad/ st atus' \
11 -H " Aut hori zation: Bearer <token>'
"get": {
"tags": [

" Repor t Manager Api "
I,

"summary": "Get downl oad status \r\n[Fromuery]string? downl oadl d",
"paraneters": [
{
"name": "downl oadl d",
"in": "query",
"schema": {
"type": "integer",
"format": "int64"
}
}
I
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {
"schema": {
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"$ref": "#/ components/schemas/ Downl oadl t enVi ewResour ce"

}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Downl oadl t enVi ewResour ce"
}
I
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Downl oadl t enVi ewResour ce"
}
}

GET /prime/webui/reportManagerApi/download

/1l @ET Get file downl oaded \r\n[Fromuery]string? downl oadl d
/1l Get file downl oaded \r\n[FronQuery]string? downl oadld. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/reportManager Api / downl oad' \
/1 -H ' Aut horizati on: Bearer <token>'
"get": {
"tags": |

" Repor t Manager Api "
I
"summary": "Get file downl oaded \r\n[FromQuery]string? downl oadl d",
"paraneters": [

{
"nanme": "downl oadl d",
"in": "query",
"schema": {
"type": "integer",
"format": "int64"
}
}
I
"responses": {
"200": {
"description": "Success"
}

}
b,
GET /prime/webui/reportManagerApi/trigger

/'l @ET Get |atest downl oads \r\n[FromQuery]string? downl oadl d
/1 Get |atest downl oads \r\n[Fronuery]string? downl oadld. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/reportManager Api/trigger' \
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

" Repor t Manager Api "
I,

"summary": "Get |atest downl oads \r\n[FronQuery]string? downl oadl d",
"responses": {
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"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"$ref": "#/ conmponents/schermas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
H
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Downl oadl t emVi ewResour ceTabl eW apper "
}
H
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
}

GET /prime/webui/reportManagerApi/query

/| @ABET Get query by id \r\n[FromQuery] int id
/1l Get query by id \r\n[FronQuery] int id. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/reportMnagerApi/query' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

"Repor t Manager Api "
I
"summary": "Get query by id \r\n[Fronuery] int id",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQueryVi ewResour ce"
}
1,
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
}

POST /prime/webui/reportManagerApi/query
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/| @A@POST Create query
/1l Create query. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/reportManager Api / query' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ | nput St or edQuer yVi ewResource"}"'
"post": {
"tags": [

" Repor t Manager Api "
1.
"summary": "Create query",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
}
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
3
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St oredQuer yVi ewResour ce"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ | nput St or edQuer yVi ewResour ce"
}
}
}
I
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conmponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQueryVi ewResour ce"
}
}
}
}
}

POST /prime/webui/reportManagerApi/Send
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/| @A@POST Send report now
/1 Send report now. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/reportMnager Api/ Send' \
I -H " Aut hori zati on: Bearer <token>'
"post": {
"tags": [
" Repor t Manager Api "
I
"summary": "Send report now',
"paraneters": [
{
"name": "id",
"in": "query",
"schema": {
"type": "integer",
"format": "int64"
}
}
I,
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
I
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
H
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
}
}
}
}

PUT /prime/webui/reportManagerApi/trigger

/1 @@PUT Trigger downl oad
/1 Trigger downl oad. Use this to update data.

/1 Exanpl e:
/1 curl -X PUT 'https://<host>/prime/webui/reportManagerApi/trigger' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponents/schemas/ Tri gger Request Vi ewRequest "}’
"put": {
"tags": [
" Repor t Manager Api "
I,
"summary": "Trigger downl oad",
"paraneters": [
{
"nane": "id",
"in": "query",
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"schema": {
"type": "integer",
"format": "int64"
}
}
]

"

equest Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Request Vi ewRequest "
}
}
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Request Vi ewRequest "
}
}

"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Request Vi ewRequest "

}
3
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Request Vi ewRequest "
}
}
}
}
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
}s
"application/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Downl oadl t emVi ewResour ceTabl eW apper "
}
}
}
}
}

PUT /prime/webui/reportManagerApi/trigger -export

/1 @PUT Trigger downl oad
/1 Trigger downl oad. Use this to update data.

/1l Exanpl e:

/1 curl -X PUT 'https://<host>/prinme/webui/reportManager Api/trigger -export' \
/1 -H '"Aut horization: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

/1 -d "{"$ref":"#/ conponent s/ schemas/ Tri gger Expor t Vi ewRequest "}’
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"put": {
"tags": [
" Repor t Manager Api "
I
"summary": "Trigger downl oad",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Export Vi ewRequest "
}
}

"

pplication/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Export Vi ewRequest "

}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Export Vi ewRequest "
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Tri gger Export Vi ewRequest "
}
}
}
b
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ component s/ schemas/ Downl oadl t enVi ewResour ceTabl eW apper "
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Downl oadl t emVi ewResour ceTabl eW apper "
}
H
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Downl oadl t enVi ewResour ceTabl eW apper”
}
}
}
}
}

PUT /prime/webui/reportManagerApi/query

/| @@PUT Update query
/1 Update query. Use this to update data.

/1 Exanpl e:

/1 curl -X PUT 'https://<host>/prime/webui/reportMnagerApi/query' \
I -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

/1 -d "{"$ref":"#/ conponent s/ schemas/ | nput St or edQuer yVi ewResource"}"'

put": {
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"tags": [
" Repor t Manager Api "

I
"summary": "Update query",
"paraneters": [
{
"panme": "id",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"
}
}
]

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ | nput St oredQueryVi ewResour ce"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St oredQuer yVi ewResour ce"
}
3
"text/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ | nput St or edQuer yVi ewResour ce"
}
}
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
}
}
3
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput St or edQueryVi ewResour ce"
}
1,
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ | nput St or edQuer yVi ewResour ce"
}
}
}
}
}

Reports
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GET /prime/webui/reports/getall

/] @ABET Get all reports
/1 Get all reports. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/reports/getall' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Reports”
I
"summary": "Get all reports"”,
"responses": {
"200": {
"description": "Success"
}
}
}

GET /primel/webui/reports/get/{reportid}

/| @OBET Get report

/1 Get report. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/reports/get/{reportld}' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
"Reports”
I
"summary": "Get report”,
"paraneters": [
{
"nanme": "reportld",
"in": "path",
"required": true,
"schema": {
"type": "string",
"format": "uuid"
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/reports/ReportsArguments

/1l @AET Get report argunents
/1 Get report argunents. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/reports/ReportsArgunents'
/1 -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

\
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"Reports"

1.
"summary": "Get report argunents",
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/reports/sendtestreport

/1l @@ET Test report

/1 Test report. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/reports/sendtestreport’' \
/1 -H "Aut hori zation: Bearer <token>'

"get": {
"tags": [
"Reports"
1.
"summary": "Test report”,
"paraneters": [
{
"nane": "Sender",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}s
{

" "

nanme": "Recipient",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/reports/activateReport

/1 @@POST Activate report
/1 Activate report. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/reports/activateReport' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
"Reports”
1.
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"summary": "Activate report",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"itenms": {

"type": "string",
"format": "uuid"

}
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string",
"format": "uuid"
3
"nul | abl e": true
}
3
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string",
“format": "uuid"
}
"nul | abl e": true
}
}
"application/*+j son": {
"schema": {
"type": "array",
"items": {

"type": "string",
"format": "uuid"

H
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/reports/create

/1l @@POST Create report
/] Create report. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/reports/create' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Report Vi ewResour ce"}'
"post": {
"tags": [
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"Reports"
1.
"summary": "Create report",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Report Vi ewResour ce"
}
}
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Report Vi ewResour ce"
}
}
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Report Vi ewResour ce"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conmponent s/ schemas/ Report Vi ewResour ce"
}
}
}
}
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/reports/deactivateReport

/1 @@POST Deactivate report
/| Deactivate report. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/reports/deactivateReport'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
"Reports”
I,
"summary": "Deactivate report",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string",
"format": "uuid"
3
"nul | abl e": true
}
3
"application/json": {
"schema": {

"type": "array",
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"itenms": {
"type": "string",
"format": "uuid"

}
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "array",
"items": {

"type": "string",
"format": "uuid"

3
"nul | abl e": true
}
3
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string",
“format": "uuid"
3
"nul | abl e": true
}
}
}
3
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/reports/delete

/1 @@POST Del ete report
/1 Delete report. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/reports/delete'
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
"Reports”
I,
"summary": "Delete report",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {

"type": "string",
"format": "uuid"

g
)
)

"application/json": {

ul l abl e": true

\

199



"schema": {
"type": "array",

"items": {
"type": "string",
“format": "uuid"
}
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "array",
"itens":
"type": "string",
"format": "uuid"
}
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string",
"format": "uuid"
3
"nul | abl e": true
}
}
}
}
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/reports/GetReportFile

/| @A@PCST Downl oad report
/1 Downl oad report. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/ webui/reports/ GetReportFile' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {"$ref":"#/ conponent s/ schemas/ Repor t Downl oadVi ewResour ce"}'
"post": {
"tags": [
"Reports"
I,
"summary": "Downl oad report",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Report Downl oadVi ewResour ce"”
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Report Downl oadVi ewResour ce"
}
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},

"text/json": {

"schema": {
"$ref": "#/ conponents/schemas/ Report Downl oadVi ewResour ce"
}
H
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ Report Downl oadVi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /primel/webui/reports/GetReportFileList

/| @APOST CGet report file list
/1l Get report file list. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/ webui/reports/ GetReportFileList' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Reports"
I,
"summary": "Get report file list",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "array",
"items": {

"$ref": "#/ component s/ schemas/ Report Downl oadVi ewResour ce"

}

"nul | abl e": true
}

H
"application/json": {
"schema": {
"type": "array",
"items": {

"$ref": "#/ component s/ schemas/ Report Downl oadVi ewResour ce"

}

"nul | abl e": true
}
}

"text/json": {

"schema": {
"type": "array",
"items": {

"$ref": "#/ conmponent s/ schemas/ Report Downl oadVi ewResour ce"

}

)
"nul | abl e": true
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"application/*+j son": {
"schema": {
"type": "array",
"items": {

"$ref": "#/ conmponents/schemas/ Report Downl oadVi ewResour ce"

)
)
}

}
b
"responses": {
"200": {
"description": "Success"

}

ul | abl e": true

}
}
POST /prime/webui/reports/RequestForRun

/1 @@POST Request for run
/1 Request for run. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/reports/Request For Run’
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
"Reports”
I,
"summary": "Request for run",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {
"type": "string",
"format": "uuid"
}
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string",
"format": "uuid"
3
"nul | abl e": true
}
3
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string",
“format": "uuid"
}
"nul | abl e": true
}

\
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},

"application/*+json": {

"schema": {
"type": "array",
"items": {
"type": "string",
"format": "uuid"
3
"nul | abl e": true
}
}
}
}
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/reports/update

/| @A@PCST Update report
/1 Update report. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/reports/update' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Report Vi ewResour ce"}'
"post": {
"tags": [
"Reports"
I,
"summary": "Update report",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Report Vi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Report Vi enResour ce"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Report Vi ewResour ce"
}
b
"application/*+json": ({
"schema": {
"$ref": "#/ conponents/schemas/ Report Vi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
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SendNotification

POST /prime/webui/sendNotification

/1 @3@POST Post notifications
/1l Post notifications. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/sendNotification' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d ' {}
"post": {
"tags": [
"SendNoti fication"
I,
"summary": "Post notifications",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {

"type": "object",

"addi tional Properties": {
"type": "array",
"items": {

"$ref": "#/ conponents/schemas/ Ri skl ndi cati onDt 0"

}

}

"

}

ul | abl e": true

}

"

pplication/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/Ri skl ndicati onDt o"
}
}

"

}

ul | abl e": true

}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/Ri skl ndi cati onDt o"
}
}

"

}

ul | abl e": true

}

"

pplication/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "array",
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"items": {

"$ref": "#/ conponents/schemas/Ri skl ndi cati onDt o"
}
H
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/sendNotification/SystemHealth

/1 @@POST Post systenhealth notifications
/| Post systenhealth notifications. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/sendNotification/SystenHealth' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Ri skl ndi cati onDto"}'
"post": {
"tags": [
"SendNot i fication"
I,
"summary": "Post systenmhealth notifications",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/Ri skl ndi cati onDt o"
}
3
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/Ri skl ndicati onDt 0"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/Ri skl ndicati onDt 0"
}
H
"application/*+ son": {
"schema": {
"$ref": "#/ conponents/schemas/Ri skl ndi cati onDt o"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}
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ServerSettings

GET /prime/webui/serversettings/GetAuthModes

/1l @ABET Get authentication nodes
/1l Get authentication nodes. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/serversettings/ Get Aut hModes' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
"Server Settings"
1.
"summary": "Get authentication nodes",
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/serversettings/GetNACModes

/1 @ABET Get NAC nodes
/1l Get NAC npdes. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/serversettings/ Get NACModes' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |

"Server Settings"
I
"summary": "Get NAC nodes",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/serversettings/GetServerAuthMode

/|l @QBET Get server authentication node
/1l Get server authentication node. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/serversettings/ Get Server Aut hvbde'
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
"Server Settings"
1.
"summary": "Get server authentication node",
"responses": {
"200": {
"description": "Success"

\
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GET /prime/webui/serversettings/GetServerNACMode

/] @AET Get server NAC node
/1l Get server NAC npde. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/serversettings/ GetServer NACvbde' \
/1 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [
"Server Settings"
1.
"summary": "Get server NAC node",
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/serversettings/GetServerSettings

/'l @AET Get server settings
/] Get server settings. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/serversettings/ GetServerSettings' \
11 -H "Aut horization: Bearer <token>'
"get": {
"tags": [

"Server Settings"
I,

"summary": "Get server settings",
"paraneters": [
{
"name": "general Configltent,
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/serversettings/primedata/fileStatus

/!l @QEET Gets the data file status
/1l Gets the data file status. Use this to fetch data.
/1 Exanpl e:
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/1 curl -X GET 'https://<host>/prime/webui/serversettings/prinedata/fileStatus' \

I -H " Aut hori zati on: Bearer <token>'
"get": {

"tags": [

"Server Settings"
I,
"summary": "Gets the data file status",
"responses": {

"200": {

"description": "Success"

}

}

}

GET /prime/webui/serversettings/primedata/datafile

/|l @ABET Gets the file with all the agents and nets archive data, if there is already a file that is cre
/1l Gets the file with all the agents and nets archive data, if there is already a
file that is creating or error occurred during the process null will be returned. Use this to fetch date

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/serversettings/prinedatal/datafile' \
/1 -H ' Aut horizati on: Bearer <token>'
"get": {
"tags": |

"Server Settings"
I
"summary": "Gets the file with all the agents and nets archive data, if there is already a
file that is creating or error occurred during the process null wll be returned",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /primel/webui/serversettings/primedata/getdatafileasync

/1l @ET Gets the file with all the agents and nets archive data, if there is already a file that is cre
/1 Gets the file with all the agents and nets archive data, if there is already a
file that is creating or error occurred during the process null will be returned. Use this to fetch date

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/serversettings/prinmedatal/getdatafileasync' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

"Server Settings"
I,
"summary": "Gets the file with all the agents and nets archive data, if there is already a
file that is creating or error occurred during the process null wll be returned",
"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/serversettings/GetCrowdstrikeJwtDetails
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/| @ABET prime webui serversettings GetCrowdstri keJw Details
/1 Calls GET /prine/webui/serversettings/GetCrowdstri keJwtDetails. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/serversettings/GetCrowdstri keJwtDetails' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Server Settings"
I
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/serversettings/GetJwt

/1 @@ET prime webui serversettings GetJwt
/1 Calls GET /prine/webui/serversettings/GetJwt. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/serversettings/GetJwt' \
/1 -H ' Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"Server Settings"
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "string"
}
I
"application/json": {
"schema": {
"type": "string"
}
},
"text/json": {
"schema": {
"type": "string"
}
}
}
}
}

GET /prime/webui/serversettings/GetJwtDetails

/| @ABET prinme webui serversettings GetJwtDetails
/1 Calls GET /prine/webui/serversettings/GetJwtDetails. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prime/webui/serversettings/GetJwt Details' \
I -H " Aut hori zati on: Bearer <token>'
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"get": {
"tags": [
"Server Settings"
1.

"responses": {
"200": {
"description": "Success"
}
}
}

GET /prime/webui/serversettings/primedata/status

/| @ABET prime webui serversettings prinmedata status
/1 Calls GET /prine/webui/serversettings/prinedata/status. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/serversettings/prinmedatal/status' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

"Server Settings"

I

"responses": {
"200": {

"description": "Success"

}

}

}

POST /primel/webui/serversettings/primedata/startdatafileasync

/1 @@POST Gets the file with all the agents and nets archive data, if there is already a file that is cr
/1 Gets the file with all the agents and nets archive data, if there is already a
file that is creating or error occurred during the process null will be returned. Use this to create dat

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/serversettings/prinmedatal/startdatafil easync' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Server Settings"
I,
"summary": "Gets the file with all the agents and nets archive data, if there is already a

file that is creating or error occurred during the process null wll be returned",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "bool ean"
}

"

}

ul | abl e": true

}

"

pplication/json": {
"schema": {

"type": "object",

"addi tional Properties": {
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"type": "bool ean"

}

"nul | abl e": true
}
}

"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "bool ean"

}

"nul | abl e": true
}

H
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "bool ean"

}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /primel/webui/serversettings/CrowdStrikeSettings

/| @A@POST Post CrowdStrike settings
/1 Post CrowdStrike settings. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/ webui/serversettings/CrowdStrikeSettings' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [

"Server Settings"
I,
"summary": "Post CrowdStrike settings",
"request Body": {
"description": "",
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

escription": "",
"nul | abl e": true
}
H
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {

211



"type": "string"
}s
"description": "",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

escription": "",
"nul | abl e": true

}
}
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}
"description": ""
"nul | abl e": true
}
}
}
}
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/serversettings/GuardicoreSettings

/| @A@POST Post Quardicore settings

/1l Post Cuardicore settings. Use this to create data.

/1 curl -X POST 'https://<host>/prinme/webui/serversettings/Guardi coreSettings'

/1 Exanpl e:
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Server Settings"
I,
"summary": "Post Cuardicore settings",

"request Body": {

"description": ,
"content": {

"application/json -patch+json":

"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

escription": "",
"nul | abl e": true
}
H

"application/json": {

\
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"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
3
"description": "",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

escription": "",
"nul | abl e": true

}
}
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}
"description": "",
"nul | abl e": true
}
}
}
}
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/serversettings/MerakiSettings

/| @A@POST Post Quardicore settings
/1 Post Cuardicore settings. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/serversettings/Meraki Settings' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Server Settings"
I,
"summary": "Post Cuardicore settings",

"request Body": {
"description":
"content": {

"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

nn

}

"

escription": "",
"nul | abl e": true
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}
b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}s
"description": "",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

escription": "",
"nul | abl e": true

}
}
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}
"description": "",
"nul | abl e": true
}
}
}
}
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/serversettings/SamlSettings

/| @A@POST Post Saml settings

/1 Post Saml settings. Use this to create data.

/1 curl -X POST 'https://<host>/prime/ webui/serversettings/Sam Settings'

/1 Exanpl e:
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json'
11 -d " {}'
"post": {
"tags": [
"Server Settings"
I,
"summary": "Post Sam settings",

"request Body": {

"description": ,
"content": {

"application/json -patch+json":

"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

\

\
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"description": "",
"nul | abl e": true

}
b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
b
"description": "",
"nul l abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

escription": "",
"nul | abl e": true

}
H
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
H
"description": ""
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/serversettings/agentdefaultsettings

/1| @A@PCST prinme webui serversettings agentdefaul tsettings
/1 Calls POST /prine/webui/serversettings/agentdefaul tsettings. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/serversettings/agentdefaultsettings' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [

"Server Settings"
I,
"request Body": {

"content": {

"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
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}
b

"type": "string"
}

"nul | abl e": true
}

b

"application/json": {

"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}
}

"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}

"responses": {
"200": {

}
}
}

"description": "Success"

POST /prime/webui/serversettings/agentlessdefaultsettings

@APCST prine webui
Cal |l's POST /prine/ webui/serversettings/agentl| essdefaul tsettings.

Exanpl e:

serversettings agentl essdefaul tsettings

Use this to create data.

curl -X POST 'https://<host>/prinme/webui/serversettings/agentl essdefaul tsettings' \

-H " Aut hori zati on:
-H ' Content-Type:

-d {}

"post "

Bearer <token>' \
application/json' \

o

"tags": [
"Server Settings"

]

"request Body": {

"content": {

"application/json -patch+json": {

"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
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}
b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
b
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
b
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
b
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/serversettings/DisableSplunk

/| @@POST prine webui serversettings D sabl eSpl unk
/1 Calls POST /prine/webui/serversettings/D sabl eSplunk. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/serversettings/Di sabl eSpl unk' \
I -H " Aut hori zati on: Bearer <token>'
"post": {
"tags": [
"Server Settings"
I
"responses": {
"200": {
"description": "Success"
}
}

}

POST /primel/webui/serversettings/emergencykey/updatesettings

/1 @@OST prine webui serversettings enmergencykey updatesettings
/1 Calls POST /prine/webui/serversettings/energencykey/ updatesettings. Use this to create data.
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/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/serversettings/energencykey/updatesettings' \

/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Ener gencyKeyUpdat eSecr et Request " }'
"post": {
"tags": [

"Server Settings"
]

"

equest Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conmponent s/ schemas/ Emer gencyKeyUpdat eSecr et Request "
}
H
"application/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ Emer gencyKeyUpdat eSecr et Request "
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Emer gencyKeyUpdat eSecr et Request "

}
b
"application/*+json": {
"schema": {
"$ref": "#/ conmponent s/ schemas/ Emer gencyKeyUpdat eSecr et Request "
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conmponent s/ schemas/ Gener at eEner egencyKeyResponse"
}
b
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Gener at eEmer egencyKeyResponse"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Gener at eEner egencyKeyResponse"
}
}
}
}
}

POST /prime/webui/serversettings/GenerateCrowdstrikeJwt

/1 @@POST prinme webui serversettings GenerateCrowdstrikeJw

/1 Calls POST /prine/webui/serversettings/ GenerateCrowdstrikeJw. Use this to create data.
/1l Exanpl e:

/1 curl -X POST 'https://<host>/prine/ webui/serversettings/GenerateCrowdstrikeJw' \
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/1 -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": |

"Server Settings"

]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

}

"nul | abl e": true
}

H
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

H
"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
H
"nul l abl e": true
}
H
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
H
"nul | abl e": true
}
}

}
b
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "string"

}
I
"application/json": {
"schema": {
"type": "string"
}
H
"text/json": {
"schema": {
"type": "string"
}
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POST /prime/webui/serversettings/GenerateJwt

@POST prinme webui serversettings GenerateJwt

Call's POST /prine/webui/serversettings/GenerateJwt. Use this to create data.

Exanpl e:

curl -X PGST 'https://<host>/prime/webui/serversettings/ Generatelwt'

-H " Aut horization: Bearer <token>' \
-H ' Content-Type: application/json' \
-d " {}
"post": {
"tags": [
" Server Settings"
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

}

"nul | abl e": true
}

b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"

}

\
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POST /prime/webui/serversettings/outdatedtimesupdate

/1 @@POST prine webui
/1l Calls POST /prine/webui/serversettings/outdatedti mesupdate.

/1 Exanpl e:
-X POST ' https://<host>/prinme/webui/serversettings/outdatedti nesupdate' \

/1 curl

/1 -H ' Aut hori zati on:
/1 -H ' Cont ent - Type:
I -d " {}'

serversettings outdatedti nesupdate

Bearer <token>' \
application/json' \

"post": {
"tags": [
"Server Settings"

}

]

"

}

equest Body": {
"content": {

}

"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}
}

"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}

"responses": {
"200": {

}

}

"description": "Success"

Use this to create data.
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POST

/prime/webui/serversettings/randommacnetworkelementdocreateupdate

/1 @@OST prine webui serversettings randomracnet wor kel ement docr eat eupdat e
/1 Calls PGST /prine/webui/serversettings/randonmacnet wor kel enent docr eat eupdat e.

/1 Exanpl e:

Use this to create date

/1 curl -X POST 'https://<host>/prine/ webui/serversettings/randomracnet wor kel ement docr eat eupdate' \

/1 -H ' Aut hori zati on: Bearer <token>'
/1 -H ' Content-Type: application/json'

/1 -d {}

"post": {
"tags": [
"Server Settings"
I,
"request Body": {
"content": {

"application/json -patch+json":

"schema": {
"type": "object",

"addi tional Properties":

"type": "string"
}

"nul | abl e": true
}

H

"application/json": {
"schema": {

"type": "object",

"addi tional Properties":

"type": "string"
}
"nul | abl e": true

}

}
"text/json": {

"schema": {

"type": "object",

"addi tional Properties":

"type": "string"
}
"nul | abl e": true

}

}
"application/*+json": {

"schema": {

"type": "object",

"addi tional Properties":

"type": "string"
b,
"nul | abl e": true

}

}

}

b

"responses": {
"200": {

"description": "Success"

}

}

}

\

\
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POST /prime/webui/serversettings/ToggleSaml

/1| @A@PCST prinme webui serversettings Toggl eSant
/1 Calls POST /prine/webui/serversettings/ ToggleSam. Use this to create data

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/serversettings/Toggl eSam ' \
I -H " Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [

"Server Settings"
I,
"request Body": {

"content": {

"application/json -patch+json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b,
"application/json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b,
"text/json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
"application/*+json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/serversettings/SetAuthMode/{authMode}
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/1 @@POST Set authentication node
/1 Set authentication node. Use this to create data.
/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/serversettings/ Set Aut hMode/ { aut hMbde}'

/1 -H "Aut horization: Bearer <token>'

"post": {
"tags": [
"Server Settings"
I
"summary": "Set authentication node",
"paraneters": [
{
"nanme": "authMode",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}

POST /primel/webui/serversettings/SetServerNACMode/{nacMode}

/1 @3@POST Set server NAC node
/1 Set server NAC npde. Use this to create data.
/1 Exanpl e:

/1 curl -X POST 'https://<host>/prine/ webui/serversettings/ Set Server NACMbde/ { nachbde}'

/1 -H ' Aut hori zati on: Bearer <token>'

"post": {
"tags": [
"Server Settings"
1.
"summary": "Set server NAC node",
"paraneters": [
{
"name": "nacMode",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul l abl e": true
}
}
1.

"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/serversettings/TestDataExchange
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/| @3@POST Test Data exchange
/1l Test Data exchange. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/serversettings/ Test Dat aExchange' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [
"Server Settings"
I,
"summary": "Test Data exchange",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

}

"nul | abl e": true
}

b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/serversettings/GuardicoreTestConnectionExport

/| @A@POST Test export connection Guardicore
/'l Test export connection Quardicore. Use this to create data.
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/1 Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/serversettings/ Guardi coreTest Connecti onExport' \

I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"Server Settings"
1,
"summary": "Test export connection Guardicore",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
H
"null able": true
}
}

"

pplication/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
H
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
3
"nul l abl e": true
}
}

"

pplication/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

3
"nul | abl e": true
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/serversettings/GuardicoreTestConnectionimport

/1 @3@POST Test inport connection Guardicore
/1l Test inport connection Guardicore. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/serversettings/ Guardi coreTest Connectionl nport"' \
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/1 -H " Aut hori zation: Bearer <token>' \

/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": |
"Server Settings"
I,
"summary": "Test inport connection Guardicore",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

ul l abl e": true

}
}
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}
"nul | abl e": true
}
}
"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

}
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"
}
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}
}

POST /primel/webui/serversettings/TestlseAdministrationConnection

/1 @3@POST Test | SE adm ni stration connection

/1 Test | SE administration connection. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prine/ webui/serversettings/ TestlseAdn nistrationConnection' \
/1 -H "Aut hori zation: Bearer <token>' \

/1 -H ' Content-Type: application/json' \
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1o-d )

"post": {
"tags": [
"Server Settings"
1.
"summary": "Test | SE administration connection",

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

}

"nul | abl e": true
}

b
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}
}

"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/serversettings/TestiseMonitoringConnection

/| @A@PCST Test | SE nonitoring connection

/1 Test ISE nmonitoring connection. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/serversettings/ Testl|selMbnitoringConnection'

/1 -H "Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}

\
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"post": {
"tags": |
"Server Settings"
I
"summary": "Test | SE nonitoring connection",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

}
}
"application/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"

ul l abl e": true

’uIIabIe": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"

}
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"
}
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/serversettings/TestLDAPConnection

/1 @3@POST Test LDAP connection
/1 Test LDAP connection. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/serversettings/ Test LDAPConnection' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ LdapTest Connecti on"}'
"post": {
"tags": [
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"Server Settings"
1.
"summary": "Test LDAP connection",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponent s/ schemas/ LdapTest Connecti on"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/LdapTest Connecti on"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/LdapTest Connecti on"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conmponents/schemas/ LdapTest Connecti on"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /primel/webui/serversettings/TestWebAPI

/1 @3@POST Test WebAP
/1 Test WebAPI. Use this to create data

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/serversettings/ Test WebAPI
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [

"Server Settings"
I
"summary": "Test WebAPI",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object"
"addi tional Properties": {
"type": "string"

}
"nul | abl e": true
}
}
"application/json": {
"schema": {

"type": "object"
"addi tional Properties": {

230



"type": "string"
}

"nul | abl e": true
}
}

"text/json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

b
"application/*+json": {
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

"nul | abl e": true
}

}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/serversettings/TryAuthenticateAsUser

/| @A@POST Try aut hentication as user
/1 Try authentication as user. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/serversettings/ TryAut henticat eAsUser'
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ LdapTest Connecti on"}'
"post": {
"tags": [
"Server Settings"
I,
"summary": "Try authentication as user",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conmponents/schemas/ LdapTest Connecti on"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ LdapTest Connecti on"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ LdapTest Connecti on"

}
b

\
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"application/*+j son": {

"schema": {
"$ref": "#/ conponents/schemas/ LdapTest Connecti on"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}
Tags

GET /prime/webui/tagsApi/tags

/1l @AEET Get tags
/1l Get tags. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/tagsApi/tags' \
/1 -H " Authorization: Bearer <token>'
"get": {
"tags": |
"Tags"
1,
"summary": "Get tags",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ TagDat aVi ewResour ceTabl eW apper "
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ TagDat aVi ewResour ceTabl eW apper"
}
},
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagDat aVi ewResour ceTabl eW apper "
}
}
}
}
}
}

POST /prime/webui/tagsApi/tags/add -tag/{tagName}

/| @3POST Add tag
/1 Add tag. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/tagsApi/tags/add -tag/{tagNane}"' \
I -H " Aut hori zati on: Bearer <token>'
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"post": {
"tags": [
"Tags"
I,
"summary": "Add tag",
"paraneters": [

{
"name": "tagName",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/tagsApi/tags/add -or-remove-tags-to-elements

/1 @A@POST Add tags to el enents
/1 Add tags to elenents. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/tagsApi/tags/add -or-renpve-tags-to-el enents’
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ TagEl ement Acti on"}'
"post": {
"tags": [
"Tags"
I,
"summary": "Add tags to el ements",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
}

}
b

"responses": {

\
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"200": {
"description": "Success"

}
}
}

POST /prime/webui/tagsApi/tags/add -tags-to-elements

/1 @@POST Add tags to el enents
/1 Add tags to elenents. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/tagsApi/tags/add -tags-to-el ements' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ TagEl ement Acti on"}"'
"post": {
"tags": [
"Tags"
I,
"sumary": "Add tags to el ements",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/tagsApi/tags/edit -tag

/] @3@PCST Edit tag

/1 Edit tag. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/tagsApi/tags/edit -tag' \
I -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

/1 -d "{"$ref":"#/ conponent s/ schemas/ Updat eTagVi ewResour ce"}"'
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"post": {
"tags": [
"Tags"
1.
"sumuary": "Edit tag",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Updat eTagVi ewResour ce"
}
}

"

pplication/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Updat eTagVi ewResour ce"

}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Updat eTagVi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Updat eTagVi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/tagsApi/tags/remove -tag/{tagName}

/1 @3@POST Renove tags

/1 Renpve tags. Use this to create data.

/1l Exanpl e:

/1 curl -X POST 'https://<host>/prine/ webui/tagsApi/tags/renmove -tag/{tagNane}'
/1 -H ' Aut horization: Bearer <token>'

"post": {
"tags": |
"Tags"
1.
"summary": "Renpve tags",
"paraneters": [

{

" "

name": "tagNane",
"in": "path",
"required": true,
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"

}

\
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POST /prime/webui/tagsApi/tags/remove -tags-from-elements

/1 @@POST Renove tags from el enents
/'l Renpve tags fromelenments. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/tagsApi/tags/renove -tags-fromel enents'
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ TagEl ement Acti on"}"'
"post": {
"tags": [
"Tags"
1,
"sumary": "Renove tags from el enents”,

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ TagEl enent Acti on"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}
TransformerDataApi

GET /prime/webui/transformerDataApi/assets

/1l @AET Get all elenents
/Il Get all elenents. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/transfornerDataApi/assets' \
/1 -H ' Aut horization: Bearer <token>'

"get": {

\
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"tags": [
"Transf or ner Dat aApi "
1,

"summary": "Get all elenments",
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {

"schema": {
"$ref": "#/ component s/ schemas/ Pri neEl ement Vi ewResour ceTabl eW apper”
}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Pri meEl ement Vi ewResour ceTabl eW apper "
}
H
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Pri meEl enent Vi ewResour ceTabl eW apper "
}

GET /prime/webui/transformerDataApi/GetPeripherals

/] @AET Get all elenents
/1l Get all elenents. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/transformerDat aApi/ Get Peri pheral s' \
11 -H "Aut horization: Bearer <token>'
"get": {
"tags": [

"Tr ansf or ner Dat aApi "
I,

"summary": "Get all elenents",
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {
"schema": {
"$ref": "#/ conmponents/schemas/ Asset Peri pher al Vi ewResour ceTabl eW apper”
}
}

"application/json": {
"schema": {

"$ref": "#/ components/schemas/ Asset Peri pheral Vi ewResour ceTabl eW apper”

}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Asset Peri pher al Vi enResour ceTabl eW apper "
}
}
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GET /prime/webui/transformerDataApi/ssids

/] @AET Get all ssids
/1l Get all ssids. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/transformnmerDataApi/ssids' \
/1 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [
"Tr ansf or ner Dat aApi "
I,
"summary": "Get all ssids",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ component s/ schemas/ SSI DVi ewResour ceTabl eW apper"
}
b
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ SSI DVi ewResour ceTabl eW apper”
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ SSI DVi ewResour ceTabl eW apper"
}
}
}
}
}

GET /prime/webui/transformerDataApi/vlans

/'l @ET Get all ssids
/Il Get all ssids. Use this to fetch data.

/1l Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/transfornmerDataApi/vlans' \
/1 -H ' Aut horization: Bearer <token>'
"get": {
"tags": |
"Tr ansf or mer Dat aApi "
1.
"summary": "Get all ssids",
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {

"schema": {
"$ref": "#/ conmponents/schemas/ VI anVi ewResour ceTabl eW apper”
}
H
"application/json": {
"schema": {
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"$ref": "#/ component s/ schemas/ VI anVi ewResour ceTabl eW apper "

}
H
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/Vl anVi ewResour ceTabl eW apper "
}

GET /prime/webui/transformerDataApi/assetsDistribuition

/] @AET Get Assets Distribuition
/1l Get Assets Distribuition. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/transformerDataApi/assetsD stribuition'
11 -H "Aut hori zation: Bearer <token>'
"get": {
"tags": [

"Tr ansf or ner Dat aApi "
1.
"summary": "Get Assets Distribuition",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Asset Di stri bution”
}
}
I
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Asset Di stri bution”
}
}
I
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Asset Di stribution”
}
}
}

GET /prime/webui/transformerDataApi/assetsOverview

\
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/'l @QBET Get Assets Overview
/1l Get Assets Overview Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/transformerDat aApi/assetsOverview \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

"Transf or ner Dat aApi "
I
"summary": "Get Assets Overview',
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"$ref": "#/ conponents/schemas/ Asset sOvervi ew'
}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Asset sOvervi ew'
}
b
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Asset sOvervi ew'
}

GET /prime/webui/transformerDataApi/GetSuggested

/'l @AET Get suggested options
/] Get suggested options. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/transformerDataApi/ Get Suggested' \
11 -H " Aut hori zation: Bearer <token>'
"get": {
"tags": [
"Tr ansf or ner Dat aApi "
1.
"summary": "Get suggested options",
"responses": {
"200": {
"description": "Success",

"content": {
"text/plain": {

"schema": {
"type": "array",
"items": {
"type": "string"
}
}
I
"application/json": {
"schema": {
"type": "array",
"items": {
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"type": "string"

}
}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
}
}
}

GET /prime/webui/transformerDataApi/visibilityAssetsRisks

/1l @ABET Get Visible Risks
/1l Get Visible Risks. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prinme/webui/transformerDataApi/visibilityAssetsR sks' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

"Tr ansf or mer Dat aApi "
I,
"summary": "Get Visible Risks",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ Ri skVi si bilityVi ewResourceTabl eW apper”

}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Ri skVisibilityVi ewResour ceTabl eW apper"
}
}

"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Ri skVisibilityVi ewResour ceTabl eW apper"

POST /prime/webui/transformerDataApi/accept -risk

/1 @@POST Accept risk
/1 Accept risk. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/transfornerDataApi/accept -risk' \
11 -H "Aut horization: Bearer <token>' \
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/1 -H ' Content-Type: application/json

I -d " {}'
"post": {
"tags": [
"Transf or ner Dat aApi "
I
"summary": "Accept risk",

"request Body": {
"content": {

"application/json -patch+json":

"schema": {
"type": "array",
"itenms": {
"type": "string"
}

"

}

ul | abl e": true

}

"

pplication/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}

ul | abl e": true

}

"

ext/json": {
"schema": {
"type": "array",
"itens":
"type": "string"
}

"

}

ul | abl e": true

}

"

pplication/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}
}
}

}
b
"responses": {
"200": {
"description": "Success"

}

ul | abl e": true

}
}

POST /prime/webui/transformerDataApi/AdvanceExport

/1 @@POST Export el enents

/1 Export elenents. Use this to create data.

/1 curl -X POST 'https://<host>/prime/webui/transformerDat aApi / AdvanceExport

/| Exanpl e
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json

/1 -d "{"$ref":"#/ conponent s/ schemas/ Export Tabl eVi ewResource"}

\

\

\
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"post": {
"tags": [
"Tr ansf or mer Dat aApi "
I,
"summary": "Export el enents",
"paraneters": [

{

" "

nane": "type",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"
}
}
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Export Tabl eVi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Export Tabl eVi ewResour ce"
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Export Tabl eVi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Export Tabl eVi ewResour ce"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/transformerDataApi/ssids/exportcsv

/1 @@POST Export Ssid csv
/1 Export Ssid csv. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/transformerDataApi/ssids/exportcsv' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [
"Tr ansf or mer Dat aApi "
I,
"summary": "Export Ssid csv",

"request Body": {
"content": {
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"application/json -patch+json":

"schema": {
"type": "object",
"nul | abl e": true

}
3
"application/json": {
"schema": {
"type": "object",
"nul l abl e": true
}
3
"text/json": {
"schema": {
"type": "object",
"nul l abl e": true
}
3
"application/*+j son": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
3
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/transformerDataApi/vlans/exportcsv

/1 @@POST Export Ssid csv

/1l Export Ssid csv. Use this to create data.

/1 curl -X POST 'https://<host>/prine/webui/transformerDataApi/vl ans/ exportcsv'

/1l Exanpl e:
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
I -d " {}'
"post": {
"tags": [
"Tr ansf or ner Dat aApi "
I
"summary": "Export Ssid csv",

"request Body": {
"content": {

"application/json -patch+json":

"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"text/json": {
"schema": {

\
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"type": "object"
"nul | abl e": true

}
H
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/transformerDataApi/ssids/exportpdf

/1 @@POST Export Ssid pdf
/1 Export Ssid pdf. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/transformerDataApi/ssids/exportpdf' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
"tags": [

"Tr ansf or mer Dat aApi "
I
"sumary": "Export Ssid pdf",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
H
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}

"

ext/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
I
"responses": {
"200": {
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"description": "Success"
}
}
}

POST /prime/webui/transformerDataApi/vlans/exportpdf

/| @@POST Export Ssid pdf
/1 Export Ssid pdf. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/transfornerDataApi /vl ans/ exportpdf' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d " {}'
"post": {
"tags": [

"Tr ansf or ner Dat aApi "
I,
"summary": "Export Ssid pdf",
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"type": "object",
"nul | abl e": true

}
b
"application/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"text/json": {
"schema": {
"type": "object",
"nul | abl e": true
}
b
"application/*+json": {
"schema": {
"type": "object",
"nul | abl e": true
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/transformerDataApi/visibilityCountAssetsRisks

/| @@POST Get all elenments count

/] Get all elenents count. Use this to create data.

/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/transformerDataApi/visibilityCountAssetsRi sks' \
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/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Recent Ri skCount Vi ewResource"}'

"post": {

"tags": |

"Tr ansf or mer Dat aApi "
1.
"summary": "Get all elenents count",
"request Body": {

"content": {

"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ Recent Ri skCount Vi ewResour ce"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Recent Ri skCount Vi ewResour ce"
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Recent Ri skCount Vi ewResour ce"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Recent Ri skCount Vi ewResour ce"
}
}
}
b
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ Pri neEl ement TypeCount Vi ewResour ce"
}
I
"application/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Pri neEl enent TypeCount Vi ewResour ce"
}
H
"text/json": {
"schema": {
"$ref": "#/ components/schemas/ Pri neEl ement TypeCount Vi ewResour ce"
}
}
}
}
}

POST /prime/webui/transformerDataApi/assetsBySSID

/| @@POST prinme webui transfornerDataApi assetsBySSID
/1 Calls POST /prine/webui/transfornerDataApi/assetsBySSID. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/transformerDat aApi / assetsBySSID \
I -H ' Aut hori zati on: Bearer <token>' \
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/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Ssi dsBySSI DFil ter"}'

"post": {
"tags": [
"Transf or ner Dat aApi "
]

"

equest Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Ssi dsBySSI DFi | ter"

}
H
"application/json": {
"schema": {
"$ref": "#/ component s/ schemas/ Ssi dsBySSI DFi | ter"
}
}

"

ext/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Ssi dsBySSI DFilter"

}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Ssi dsBySSI DFi | ter"
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ component s/ schemas/ Asset SSI DVi ewResour ceTabl eW apper "
}
b
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Asset SSI DVi ewResour ceTabl eW apper "
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schenmas/ Asset SSI DVi ewResour ceTabl eW apper "
}
}
}
}
}

POST /prime/webui/transformerDataApi/assetsByVian

/1 @@POST prinme webui transfornerDataApi assetsByVl an

/1 Calls POST /prine/webui/transfornerDataApi/assetsByVlan. Use this to create data.
/1l Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/transformerDat aApi / asset sByVl an' \

/1 -H '"Aut horization: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

/1 -d "{"$ref":"#/ conponent s/ schemas/ Swi t chesByVl anFilter"}"'
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"post": {
"tags": [
"Tr ansf or mer Dat aApi "
]

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ SwitchesByVl anFilter"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ SwitchesByVl anFilter"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ SwitchesByVl anFilter"
}
H
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ SwitchesByVl anFilter"
}
}
}
H
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ conponents/schemas/ Asset VI anVi ewResour ceTabl eW apper "
}
H
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ Asset VI anVi ewResour ceTabl eW apper "
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Asset VI anVi ewResour ceTabl eW apper "
}
}
}
}
}

POST /primel/webui/transformerDataApi/GetLocations

/1 @@POST prine webui transfornerDataApi GetLocations
/1 Calls PGST /prine/webui/transformerDataApi/ GetLocations. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/transfornerDataApi/GetLocations' \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d ' {}
"post": {
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"tags": [
"Transf or ner Dat aApi "

I
"request Body": {
"content": {
"mul tipart/form-data": {
"schema": {
"type": "object",
"properties": {
"data": {
"type": "string",
"nul | abl e": true
}
}
b
"encodi ng": {
"data": {
"style": "forni
}
}
}
}
b
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schenmas/ Asset Locati onVi ewResour ce"
}
}
I
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Asset Locati onVi ewResour ce"
}
}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ conponents/schemas/ Asset Locati onVi ewResour ce"
}
}
}
}
}
}

POST /prime/webui/transformerDataApi/remove -asset

/| @3@POST Renove accept risk
/1 Renpbve accept risk. Use this to create data.
/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/transformerDataApi/renove -asset'’

/1 -H "Authorization: Bearer <token> \
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/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ RenoveAsset Dt 0" }"

"post": {

"tags": [

"Transf or ner Dat aApi "
I
"sumary": "Renove accept risk",
"request Body": {

"content": {

"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ RenbveAsset Dt 0"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponent s/ schemas/ RenoveAsset Dt 0"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ RenbveAsset Dt 0"
}
H
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ RenbveAsset Dt 0"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/transformerDataApi/remove -accept-risk

/| @3@POST Renove accept risk
/1 Renpve accept risk. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/transformerDat aApi/renove -accept-risk'
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {}'
"post": {
"tags": [
"Tr ansf or ner Dat aApi "
I,
"summary": "Renove accept risk",

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"type": "array",
"items": {

"type": "string"
}

)
"nul | abl e": true

251



}
"application/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"text/json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
"application/*+json": {
"schema": {
"type": "array",
"items": {
"type": "string"
}

"

}
}
}

ul l abl e": true

ul l abl e": true

ul l abl e": true

H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/transformerDataApi/toggle -ssid

/1 @@OST Toggle SSID to nonitore or not
/1 Toggle SSID to nonitore or not. Use this to create data

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/webui/transfornerDataApi/toggle -ssid \
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ Ssi dToggl eContract"}
"post": {
"tags": [
"Tr ansf or mer Dat aApi "
I,
"summary": "Toggle SSID to nmonitore or not"

"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ Ssi dToggl eContract"
}
}

"

pplication/json": {
"schema": {

"$ref": "#/ conponents/schenas/ Ssi dToggl eCont ract"
}

b
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"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ Ssi dToggl eContract"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conmponents/schemas/ Ssi dToggl eContract"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}
}

POST /prime/webui/transformerDataApi/toggle -vlan

/1 @@OST Toggle Vian to nonitore or not
/1 Toggle VMlan to nonitore or not. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prine/ webui/transformerDataApi/toggle -vlan'
/1 -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ VI anToggl eContract"}
"post": {
"tags": [
"Tr ansf or mer Dat aApi "
I,
"summary": "Toggle Vlian to nmonitore or not"

"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ VI anToggl eContract"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ VI anToggl eContract"
}
b
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ VIl anToggl eContract"
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ VI anToggl eContract"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

\
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UserAttributes

DELETE /prime/webui/UserAttributes/DeleteUserAttribute

/| @ADELETE prinme webui UserAttributes Del eteUserAttribute
/1 Calls DELETE /prinme/webui/UserAttributes/Del eteUserAttribute.

/1 Exanpl e:
/1 curl -X DELETE 'https://<host>/prinme/webui/UserAttributes/Del eteUserAttribute'
I -H " Aut hori zati on: Bearer <token>'
"delete": {
"tags": [
"User Attri butes"
I,
"paraneters": [
{
"name": "id",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/UserAttributes

/| @ABET prime webui UserAttributes

/1 Calls GET /prine/webui/UserAttributes. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/UserAttributes' \
I -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
"User Attri but es”
I,
"paraneters": [
{
"name": "pageSize",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}s
{

"

nanme": "pageNunber",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

}

Use this to del ete data.
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1

{
"name": "gl obal Search",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success"
}
}

}

POST /prime/webui/UserAttributes/AddOrUpdateUserAttributesToAssets

/1l @A@PCST prinme webui UserAttributes AddOr Updat eUser Attri but esToAssets
/1 Calls POST /prine/webui/UserAttributes/AddOr Updat eUser Attri but esToAssets. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prime/webui/UserAttributes/AddO Updat eUser Attri but esToAssets' \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
11 -d " {"$ref":"#/ conponent s/ schemas/ | nput User Attri but eAssetsU "}’
"post": {
"tags": [
"UserAttributes"
I,
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eAssetsU "
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eAssetsU "
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eAssetsU "
}
H
"application/*+ son": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eAssetsU "
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}
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POST /prime/webui/UserAttributes/AddUserAttribute

/1 @A@POST prinme webui UserAttributes AddUserAttribute

/1 Calls POST /prine/webui/UserAttributes/AddUserAttribute. Use this to create data.
/1 Exanpl e:

/1 curl -X POST 'https://<host>/prime/webui/UserAttributes/AddUserAttribute' \

I -H ' Aut hori zati on: Bearer <token>' \

/1 -H ' Content-Type: application/json' \

/1 -d "{"$ref":"#/ conponents/schemas/| nput User Attri but eFronmJ "}’

"post": {
"tags": [
"User Attri butes"
I,
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eFromJ "
}
}

"

pplication/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eFromJ "
}
b
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri buteFromJ "
}
H
"application/*+ son": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eFromJ "
}
}

}

b

"responses": {
"200": {

"description": "Success"

}

}

}

POST /prime/webui/UserAttributes/UpdateUserAttribute

/1 @3@POST prinme webui UserAttributes UpdateUserAttribute
/1 Calls POST /prine/webui/UserAttributes/UpdateUserAttribute. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/UserAttributes/UpdateUserAttribute' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ | nput User Attri but eFromJ "}’
"post": {
"tags": [
"User Attri but es”
I,
"paraneters": [
{
"name": "id",
"in": "query",
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"schema": {
"type": "string",
"nul | abl e": true

}
}
I
"request Body": {
"content": {
"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri buteFromJ"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eFromJ "
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri but eFromJ "
}
H
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ | nput User Attri buteFromJ"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

}

UserConfigTable

GET /prime/webui/tableConfig

/] @ABET Get Al User Table Config
/1l Get Al User Table Config. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/tableConfig" \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

"User Confi gTabl e"
I
"summary": "Get Al User Table Config",
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"type": "array",
"items": {

"$ref": "#/ conponent s/ schenmas/ User Confi gTabl e"
}
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}

H
"application/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schenmas/ User Confi gTabl e"
}
}
H
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/ component s/ schenas/ User Confi gTabl e"
}
}
}

GET /prime/webui/tableConfig/GetConfig

/| @ABET Get User Table Config by id
/1l Get User Table Config by id. Use this to fetch data.

/1 Exanpl e:
/1 curl -X CGET 'https://<host>/prinme/webui/tabl eConfig/GetConfig' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [

"User Confi gTabl e"
I
"summary": "Get User Table Config by id",
"paraneters": [

{
"name": "type",
"in": "query",
"schema": {
"$ref": "#/ components/schemas/ Tabl eType"
}
}
I
"responses": {
"200": {

"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ User Confi gTabl e"

}
H
"application/json": {
"schema": {
"$ref": "#/ component s/ schemas/ User Confi gTabl e"
}
H
"text/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ User Confi gTabl e"
}
}
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POST /prime/webui/tableConfig

/1 @A@POST Add or Update User Table Config
/1 Add or Update User Table Config. Use this to create data.

/1 Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/tabl eConfig" \
I -H ' Aut hori zati on: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ User Confi gTabl e"}"
"post": {
"tags": [

"User Conf i gTabl e"
I,
"summary": "Add or Update User Table Config",
"request Body": {

"content": {

"application/json -patch+json": {
"schema": {
"$ref": "#/ conponents/schenmas/ User Confi gTabl e

"

}
H
"application/json": {
"schema": {
"$ref": "#/ component s/ schenas/ User Confi gTabl e"
}
}

"

ext/json": {
"schema": {
"$ref": "#/ component s/ schenas/ User Confi gTabl e"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ User Confi gTabl e
}
}
}

"

H
"responses": {
"200": {
"description": "Success"
}
}
}

UserQuery

DELETE /prime/webui/userQuery

/| @ADELETE Del ete Query
/1 Delete Query. Use this to del ete data.

/1 Exanpl e:
/1 curl -X DELETE 'https://<host>/prinme/webui/userQery' \
I -H " Aut hori zati on: Bearer <token>'
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"del ete": {
"tags": [
"User Query"
I,
"summary": "Delete Query",
"paraneters": [

{
"name": "id",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"
}
}
I
"responses": {
"200": {
"description": "Success"
}
}

}

GET /prime/webui/userQuery

/'l @ET Get all queries

/1 Get all queries. Use this to fetch data.

/1 Exanpl e:

/1 curl -X GET 'https://<host>/prime/webui/userQery'
/1 -H " Aut hori zati on: Bearer <token>'

"get": {
"tags": [
"User Query"
I,
"summary": "Get all queries",
"paraneters": [
{
"name": "Filters",
"in": "query",
"schema": {
"type": "object",
"addi tional Properties": {
"type": "string"
}

nul | abl e": true

"

nanme": "SortBy",
"in": "query",
"schema": {

"type": "string",
"nul | abl e": true

"nanme": "PageNunber",
"in": "query",
"schema": {
"type": "integer",
“format": "int32"

\
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{

"name": "PageSize",
"in": "query",
"schema": {
"type": "integer",
"format": "int32"
}
H
{
"name": "d obal Search",
"in": "query",
"schema": {
"type": "string",
"nul | abl e": true
}
}
1.
"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {
"schema": {
"$ref": "#/ components/schemas/ User Queri esTabl eW apper"
}
H
"application/json": {
"schema": {
"$ref": "#/ conmponents/schemas/ User Queri esTabl eW apper"
}
H
"text/json": {
"schema": {
"$ref": "#/ component s/ schemas/ User Queri esTabl eW apper "
}
}
}
}
}

GET /prime/webui/userQuery/GetQuery

/| @ABET Get queries by id
/1l Get queries by id. Use this to fetch data.

/1 Exanpl e:
/1 curl -X GET 'https://<host>/prime/webui/userQery/ Get Query' \
I -H " Aut hori zati on: Bearer <token>'
"get": {
"tags": [
"User Query"
I

"summary": "Get queries by id",
"paraneters": [

{
"name": "id",
"in": "query",
"schema": {
"type": "integer",
“format": "int32"
}
}
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"responses": {
"200": {
"description": "Success",
"content": {
"text/plain": {

"schema": {
"$ref": "#/ components/schemas/ User Queri es"
}
b
"application/json": {
"schema": {
"$ref": "#/ components/schemas/ User Queri es"
}
I
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"
}
}

POST /prime/webui/userQuery

/1 @@POST Add Query
/1 Add Query. Use this to create data.

/1l Exanpl e:
/1 curl -X POST 'https://<host>/prinme/webui/userQery' \
/1 -H " Aut horization: Bearer <token>' \
/1 -H ' Content-Type: application/json' \
/1 -d "{"$ref":"#/ conponent s/ schemas/ User Queri es"}'
"post": {
"tags": [
"User Query"
I,

"summary": "Add Query",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"
}
b
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ User Queri es”
}
H
"application/*+j son": {
"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"

}
}
}
b

"responses": {
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"200": {

"description": "Success"

}
}
h

POST /prime/webui/userQuery/SetPublic

/1 @@POST Set Query Public

/1 Set Query Public. Use this to create data.

/1 curl -X POST 'https://<host>/prine/ webui/userQuery/ Set Public'

/1 Exanpl e:
/1 -H ' Aut hori zati on:
/1 -H ' Cont ent - Type:
I -d ' {}
"post": {
"tags": [
"User Query"
I,

Bearer <token>'
application/json'

"summary": "Set Query Public",

"request Body":
"content": {

"application/json -patch+json":

{

"schema": {
"type": "integer",
"format": "int32"
}
H
"application/json": {
"schema": {
"type": "integer",
"format": "int32"
}
H
"text/json": {
"schema": {
"type": "integer",
"format": "int32"
}
H
"application/*+json": {
"schema": {
"type": "integer",
"format": "int32"
}
}
}
b
"responses": {
"200": {
"description": "Success"
}
}

}

PUT /prime/webui/userQuery

/1 @PUT Update Query

\

/1 Update Query. Use this to update data.

/1l Exanpl e:

\

\
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/1

/1
/1

curl -X PUT 'https://<host>/prime/webui/userQery' \
-H ' Aut hori zati on: Bearer <token>' \
-H ' Content-Type: application/json' \
-d "{"$ref":"#/ conponents/schemas/ User Queri es"}"'

"put": {
"tags": [
"User Query"
I,
"sumary": "Update Query",
"request Body": {
"content": {
"application/json -patch+json": {

"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"
}
H
"application/json": {
"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"
}
H
"text/json": {
"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"
}
b
"application/*+json": {
"schema": {
"$ref": "#/ conponents/schemas/ User Queri es"
}
}
}
H
"responses": {
"200": {
"description": "Success"
}
}

H
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